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Windows PowerShell

What can you expect from such a short work
An attempt of an foreword

Objectives in drafting this book

CKAd G2AYR2¢6a t28SNIKStfée 0221 oAff aswelldS &2 dz |
practical examples, in order to give you a quick introduction to this subject even if you have no
significant previous scripting experience. The book is explicitly not aimed at professional scripters;

the extensive Windows PowerShell help ahd many Internet forums and additional literature are
designed to give experts everything they need. However, the newbies amongst you will hopefully

find everything you need in this book to enable you to think about scripting in more detail, and
hopefullyquickly learn to enjoy being able to operate a computer even without a mouse.

The sources for this book were mainly Microsoft publications relating to Windows PowerShell. This
book presents the information in a new way appropriate for its target audiené&lly leaving out
the theory whilst using many examples and mini practical exercises so as to hold your interest.

Once you have worked through this text and decided to make Windows PowerShell a fixed part of
your everyday IT, feel free to read thegirial documentation for Windows PowerShell, which is
automatically included when you install Windows PowerShell:

1 First Steps with Windows PowerShell
9 Basic Principles of Windows PowerShell

To really profit from this book you should have access to a PC wharean simultaneously practice

the exercises. The only prerequisite is a PC with Windows PowerShell 1.0 installed, which is available
free as of Windows XP SP2. For information on downloading and installing PowerShell see the
following websites.

Other sources of information online

The introductory page for Widows PowerShell including download link is
www.microsoft.com/PowerSheHere you will also find other links to very useful webcasts, books
and other telp forums.

The best blog pages about Windows PowerShell are fouht@t/blogs.msdn.com/PowerShell/
Here you can read information about scripting techniques and practical demos. Absolutely
everything.

In Switzerland you can also find information in German in the ITPro team blog at
http://blogs.technet.com/chITPrddEHere you can find links to German Windows PowerShell
webcasts, and downloads for the ereses in the book in the March/April 2007 archive.
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Useful key combinations for Swiss standard keyboards

SrMBOL KEY COMBINATION MEANING
| ATAEER7 (NOT. ALTGRL =)) FORWARD THE OUTPUDIRRA COMMAND
SHIFT, THEN A SPACE GONTINUE COMMAND OEXT LINE

{ ALTGR A BEGIN A COMMAND SEQIGEHE.G. AFTER AN
IFSTATEMENT

} ALTGRS END A COMMAND SEQUENEG. FOR ANF
STATEMENT

[ ALTGR U SOMETIMES REQUIRERBJECTS

] ALTGR! SOMETIMES REQUIRERBJIECTS

TAB TAB KEY COMPLETES COMMANDSERE NECESSARY

EXAMPLEGETHE(TABPRODUCES GHELP

Windows PowerShell was developed in Redmond and was designed to ideally fit American keyboard
layouts. Some commonly used keys are therefore hard to find on Swiss keyboards. | have put

together a list for you here.
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WINDOWSPOWERSHELL INPRACTICE

Windows PowerShell is a free add for Windows XP systems and above, and can be downloaded
from Microsoft athttp://www.microsoft.com/powershell The prerequisite is .NET Framework 2.0

that ¢ if not yet installed; requires a separate download and installation. Windows PowerShell itself
is a relatively small download of around 1.5 MB and can easily be instatiethatically via software
distribution. The only thing to consider is that there is a different version of Windows PowerShell for
each version of Windows. You must also take into account the relevant 32bit and 64bit architecture.
After installation, Window PowerShell places itself in the Start menu and is then accessible by

Of AO1TAY3 2y GKS aK2NIOdzi 2NJ o6eé SyiSNAy3 at 2¢S|

First impressions of Windows PowerShell
To get your first impressions, start botindows PowerShetind the classic command line
v CMD from the Start menu. At first glance both shells appear very sigralaart from their
distinctive colors:

m C:\Windows\system32\cmd.ex

Microsoft Windows [Version 6.8.68881
Copyright €c)> 2806 Microsoft Corporation. All rights reserved.

C:sUserssfrankochx_

FGUREL: THE CLASSICAMDCOMMAND LINE

w4 Windows PowerShell

HWindows PowerShell
Copyright (C> 2086 Microsoft Corporation. All rights reserved.

PS5 C:sUserssfrankoch>

FGURE2: WINDOWSPOWEFRSHELL

NI K
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YR AlGQa y2 62yRSNE aiAyOS o020K akKSftfa dzasS (KS
that Windows PowerShell suffers from the real lack of support for Copy/Paste just like CMD has done
for years. The following tips may b&some use here:

1 Select the required text with the mouse
1 Press the right mouse button (= copy)

1 Place the cursor on the required position
1 Press the right mouse button (= paste)

CNE AG &2dNBSt T / 2Lk GKS TANHRIDO6IMBESHIt f Ay S
# / 2NLR NI GA2y£é0 GKSYy LI adsS GKSY Fa | 4odo2YYly
I‘g’ that appears when you press Ent&et used to these mouse button exercises; you will often
use them later on.

9SSy AT (KS W02 ydohtentyasiNiiction af edciKobthedwo $Hels is tieiy S
different. The easiest way to discover this is to take a look at the online help. A first look makes it
clear that Windows PowerShell offers many more functions than CMD; more than 100 commands,
alsoOF £ f SR OYRf SfiaY ¥ LWNEGNE&dmly@ SR cotnmands were directly
contained within the CMD, additional help programs were developed over the years. As each of
these CMD programs has its own syntax, an experienced CMD expert has to laaarthpany
different commands and command logics. For cmdlets the syntax and logic are clearly defined.
Windows PowerShell commands follow a specific naming rule:

1 Commands in Windows PowerShell consist of a verb and a noun (always singular) separated
by ahyphen. Commands are in English. Example:
get-helpcalls up the online help in Windows PowerShell syntax

1 Parameters are prefixed ly:
get-help-detailed

1 We also included many weéthown commands in order to make it easier to start using
Windows PowerSHe Example:
As well aget-help, help(Windows classic) andan (Unix classic) all work the same way.

Z] Display the different help texts for each shell. Enter ttieépcommand in each shell. You will
I,i? see the different number of documented commands in each edition of help.

Instead othelpor manyou can also usget-helpin Windows PowerShell. The syntax is as follows:

1 Gethelpgives you help on how to use the help

1 Gethelp*lists all Windows PowerShell commands

1 Gethelp commandists the help for the relevant command

1 Gethelp commandcdetailedlists detailed help with examples of the command

SZ] Use the help command to find detailed information about the help commgethelp get
In‘? helpgdetailed Tip: Use the TAB key to automatically complete the command. This avoids
typos.

Windows PowerShell| 01.10.2007
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As mentioned before, Windows PowerShell is an objeented shell. That means that the input and
output for commands are usually objects. Since humans cannot read objects, Windows PowerShell

I

WiNFyatlisao GKS 206280Ga T2NJ 2dziLddzi 2y GKS aON

Windows PowerShell help that enable them to adjust the outpitttheir requirements). Linked

mp
b .

o
N

O2YYlIYyRa N3 NBLINB&aSYGSR o6& (G(KS WLALISQ O2YYIlI YRY

You can use this link to create your own Windows PowerShell @etiielp * | get-helpg
e detaileddoes this for youget-help * creates a list of known commands that we usénput
I‘E’P the commandget-helpcdetailed The output is extensive; you can cancel using €IRL
¢2 0S ofS (2 dzaS GKS NBadzZ 6a 2F | aKSf LI 60221 ¢
instead of displaying it eacreen. Windows PowerShabls its own comman@utFile better known
as the symbol >.

I NBIFGS @2dzNJ 26y WwWo6221 FAft SQethélp v FetHelpdddzi G KS
o detailed | outfile cA\PowersheiHelp.txtor even
r& get-help * | get-helpcdetailed > d:PowerShelHelp.txt
Note that you must have write authorization for the destination path (here).c:

Then open your first help file in Notepad and use this as online help for the later exercises.

If you are ever searching for a command thgt-helpcan also help you her If you want to sort
something, try to find something suitable usiget-help sort* Gethelpnow starts to search for a

relevant command in the Windows PowerShell command repository. Since all commands start with a
verb we can structure the search egsilsinggetK St LJA NSt S @ ydii L9Fy f2Ada KR 20/SINI
already, the * symbol expresses a wildcard search, meaning that anything can come after the actual
aSlI NOK G(SEGx 6S 2dzad R2y Qi 1y2é eSié yR gébyid i
Once you have displayed a command (here it woulddreobjec), simply call uget-helpagain, but
this time with the relevant command and the parametgletailedin order to find examples of how
to use the command:

get-help sortobjectcdetailed

Youshould now be able to solve your problem.

e1F

2
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Initial exercises with Windows PowerShell objects

If you have never worked with objects before, the following exercises can help you understand the
myriad opportunities in this world. Objects in programming are nothing new, and yet there is nothing
to compare in the scripting area. If you are interestedavorking with objects, you can find detailed
secondary literature on the Microsoft MSDN pagehtgt://msdn.microsoft.comand

http://www.micro soft.com/switzerland/msdn/de/default.mspr [ SG Qa 221 G 20629
GLINEOSaa¢ 2062800 a Ly SEFYLESO® LT 4LNROSAa: R
2y @2dz2NJ AaONBSYy 6KSy e2dz OFff dzlJ 6KSS&a&a|z2zagdd

MSDN pages can also be of help.

Working with processes

Theget-processommand lists all processes in your system. This list can be very long. To sort the list
you can use another cmdledort-object By default,sort-objecthas a fixed sort ordglascending

which can be overridden with garametercalled-descendingFor the argument you enter the object
properties you want to use to sort the results, e.g. CPU time.

Al: Your task now is to generate a list of all processes and to sort these in descending order
Y accordng to their CPU time. You have already learnt everything you need to know for this:
LOIP get-process, sorbbject and the pipe |. Hint: CPU is not a parametergort-object rather it
is an argument you can use for sorting. It therefore hag sgmbol.

Inthe next exercise we want to limit the list a little to make it easier to handle. We use the command
selectobject selectobjectrecognizes several parameters (ug-helpto find these), but we only

need cfirst xandclast yto find the first x or lasy objects in a list e.gelectobjectcfirst 5.
selectobjectalone will not work, rather the cmdlet expects input such as from a pipe.

A2: Generate a list of the top 10 processes based on their CPU time. To do this, take the
H results from exercise Al and add the commaetkectobject There are two ways to the ideal
I‘_QP solution, depending on how you want to sort the list. Try to find bothsvadint: one way

uses the parametecfirst, the other useg/last.

We use this exercise as a quick introduction to variables. In simple terms, variables store all possible
values, although they can also be objects! Here too please refer to the additienatuie for a

more indepth view of variables. For now you only need to know that variables in PowerShell must
always start with $. You can store the result from exercise A2 in a variable, allowing you to access
your list of top 10 processes at any tinfénis allows you to compare with other points in time,
perhaps to evaluate what has changed in a system. Assigning a variable is easy:

$a = getprocess | sorpbject CPUR S X

hell| 01.10.2007

2 A3: Assign variable $P to the abbreviated process list from exercise A2. $¢ithdtursor

1S®pa G2 OFff dzJ GKS f I aHimekzits Rovelide ursbryoRhe | yoR  [za ¢

I‘? beginning of the line, then input your data. You can output the variable in a second comm%d
simply by typindgsPat the prompt.

Windows
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v Windows PowerShell
PS C:slUsers“frankoch> 5P

PHCK> WE K> ProcezzsHame

165624 - - WINWORD
129796 128228 - - dum

28128 6876 - FOWERFNT
43664 29524 - sidebar
L1728 67436 - explorer
34624 44744 - communicator
18516 7332 - OMENOTE

5544 7992 - ipoint
65888 L8956 - powershell

3348 3744 - TPwrMain

PE C:sUszers~frankoch>

FAGURE3: OUTPUT FOR VARIAERR

Output in a TXT, CSV or XML file

As default, Windows PowerShell displays the results of a command chabresm. Any objects are
converted into text so that humans can read them. We usedtiehostcommand here. Hoewver,

because Windows PowerShell wants to be efficient, this is added automatically and invisibly if you do
not add it yourself. There are alternativesdat-host, find them usingyet-help out*.

Outputting results as a text file is quick and eamyt:file filenameis the solution. Many other shells

use the > command, which is also supported by Windows PowerShell. As well as output as a text file
you can also convert to a CSV or XML file. Asawitinostthere are separate cmdlets that perform
thistask for you. They are callexportCS\and exportCliXML both require the file name as the

I NBdzYSyido ! yR @8Sasx &2dzQNBE NA IK G nportES\Wer ingort-OF Yy S i
CliXMLo import the files again for viewing.

A4: Takethevarl 6t S Pt FTNRBY SESNODAAS 'o FyR &l @S A

v

5 ¢tKSy algS GKS O2yiSyda 2% bt Ay | /{+ FALS
|‘§,9 G!'nd-a[ad | AYydY GKS O2YYFIYyR B RANBforirfed NI LJ
cmdlets such asut-file, exportCS\etc. Look at the results; Notepad is sufficient for this.

Output in color

Sometimes you want to highlight results to make them easier to read. You can do this, for example,
by using color. Therite-hostcommand recognizes several parameters suclgfasegroundcoloiand
¢backgroundcolarWhat do you think, what might be the output for the following?

write-K 2 & G & w SdRoregrgundedodaStdackgroundcolor blue

., 2dzQ@S TgerBelpavBiehosicdetaied gives you a list of possible colors. There are also
predefined combinations: witkvrite-g | N3/ A y 38 2@ NOIRWI £ a2 F GG NF Ol (K9G
this now. With this command you can output all processes in color. However, it would be more
attracidS AT ¢S O2dzZ R O2f 2NJ 6KS tAad | OO2NRAy3I (2
For simplicity's sake we use your PC's services instead of the processes. If you do not know what
services are, please look it up, for example on the MS&jégq Simply put, services are the things

you see listed undeControl Panel / Administrative Tools / Serviddse nice thing about them is that

E LJ2
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look at the services using thget-servicecmdlet.

A5: Generate a list of all services and sort them by status. Hint: Use the same method for
I.*? sorting processes by CPU time, but geeservicd y Rtatdegr | a (G KS $oNH dzY Sy (i
object

Now we want to outptian entire list in redwrite-hostwill be our friend here. Unfortunately, the
get-service | writehostcforgroundcolor recommand does not work as we hopewite-hostis not

as friendly as other cmdlets and takes a list of objects that are then output in the right woiker.
hosthas to know for each object, which object attribute is output in what way. We have to help
write-hostalong a bit. First we work throughetobject list step by step, by making a loop. There are
many loops; each has its own meaning and areas for use. For our purposes we kseheh
Objectloop, which goes through the object list and passes each object individually to the next
cmdlet. Within the loop we select the relevant object using the abbreviation, a particularly

GNJF YR2Y FSIGdzNB¢E 2F t 26SNIKSff 5SOSt2LI SN ¢KSNBT

$ .nameof-the-propertyd [ SG Q& €221 a4 GKFEdG Ay Fy SEFYLXSY
get-process | ForEaebject { writehost $_.ProcessName $_.CPU}

Whereagget-procesgyives us a list of processes, in this example we can only see the name and the
CPU time, since the first output goes to the pipe (|) and afterwavdge-hostonly issues two

attributes for each object. (If you call up the example again do not be surprised by the results: not
every process has a CPU time, meaning that in certain circumstances a line can consist of only a
name).

A6: Generate a list of servicaad output only the name and status attributes. Use the
I‘;ﬁ previously described ForEach loop, even if you can think of other possible solutions.

Now we can use the options farite-hostto output in color.

A7: Generate a list of services and output only ttame and status attributes of your choice
X in color. Show the colors to your neighbor and decide who chose the prettier combination.
Hint: Take your solution from A6 and add ttferegroundcolomand ¢backgroundcolor
parameters

Windows PowerShell| 01.10.2007
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Windows PowerShell

HGURE: OUTPUT SERVICE NAMMD STATUS IN RED

Checking conditions using the if cmdlet

The last thing we are missing is how to check conditions. Here too there are many options for various
scenarios. However, for now in this introduction we will restrict ourselves tdf tt@mmand. You

probably already know the syntax from other uses; guge simple:

if (condition) {command(s) to execute}
elseif (condition2) {command(s) to execute}
else{command(s) to execute}

elseifis optional and not always necessary. If you want to execute more than one command in the {}
area, you can separate themtleér with a semicolon or use a new line for each command. Windows
PowerShell simply waits for the } at the end.

For comparison purposes Windows PowerShell recognizes several comparison operators. They all
a0 Nlica 6 A f R dza dz f t detteOBhgfish AbbréviadorS Ij  &ilwl2y Ra F2 NJ WS
most important for us are as follows

-€q Equals

-match Match
(Not quite as definitive as equals)

-ne Not equal

-notmatch Does not match

-gtcge Greater than / Greater than or
equal to

-It cle Lesghan / Less than or equal to

The last exercise in this block combines all points for initial status monitoring of a system using
PowerShell. All services in a system are first sorted by their status and then output in color: services
withthe statusd & G 2 LILJSRé Ay NBRX ASNBAOSa gAGK GKS adl

dzl

(0 dz

/
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A8: Call up a list of all services. Sort the list by status, then color the output either red or green,
RSLISYRAY3I 2y gKSGKSNI GKS &SNIIA Osdrt-objéctagia (i 2 LILI

\A

I‘E the previous exercises. Then use thesachloop but instead of only usingrite-host add an
if query. You can view the status of services as usual 8sistatus possible values are
ostopped  2uNding. About the syntax: Thié condition isplaced in () and the output

O2YYIFYR Ay 98Y® LIy2NB (KS GKS2NBGA Odistif 2 LIG A 2

guery. Do not forget the final } fdaforEachWhen you reach the end of a >> line, close it with
2x Return to execute the wrapped lse

Run the solution again but this time without the cmdéetrt-object.Use the cursor keys so
that you do not have to enter all the information again.

foreachobjectcan be abbreviated t&orEachYou can make it even shorter, but then you
can no longeread it without knowing the meaning of the symbol. And so we will, for now,
stick withforeachobjector ForEach.

I.:. E [ |

-4 Windows PowerShell

Browser Stopped

clr_optimization_wv2.@.58727_32 Stopped
COMSysApp Stopped

FHGURES: COLOR OUTPUT F&RRVICES

Windows PowerShell| 01.10.2007
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Output in HTML

Example A8 might be of use in monitoring servers. It would now be good if it was easier to reuse the
output. You already know how to output as CSV and XML. And yet there is another version that can
sometimes be more useful: HTML. The cmdlatverttohtml is used for this. Output is no longer in

the form of a file, rather as with the other cmdlets it is now in a form that you can edit directly using
a pipe. At the end you should move the text into a file so that, for example, it is easier to view the
text in a Web browser. Using a series of mini examples we will now reveal the various options
available usingonverttahtml.

A9: Convert the output fronget-servicento HTML. Use the cmdlebnverttohtml, which
I&? can work directly with an object list. Hint:tie list gets too long you can cancel with GTRL

2] A10: At the end, use the commands you now know to move the output into the file
o AdPmn OKIYT ¢ d +ASg  Kdvakeitgn \al® dtmito stghitlydUr defauttz O y
I‘E browser and the output file A NS Ol f &8 FNRY t26SNIKSftfd 52yQi
to A10.html! If you prefer you can open the file with the file explorer, too.

converttohtml allows you to limit the output so that the list does not become indecipherable. Use
converttohtml to call up the list of objects to output, e . p O 2-lyfnid Sidiiefiyhame, status

RZ] All: Continuing on from A10: Generate a prettier webpage and list only the names and
4 status of all services. You can also sort the output by stafgre conversion Hint: Your
Il? command line will then consist of 4 commands:
list all services, sort by status, convert to HTML, output as a file.

Becauseonverttohtml creates HTML text, the output can be easily modified if you have HTML
experience. This is not a task falindows PowerShell, but PowerShell can support you. Try to work
out the results of the following code before you copy/type and execute it in Windows PowerShell:

get-service | ConvertTbltml -Property Name,Status | foreach {
if ($_-like "*<td>Running</tad*") {$_-replace "<tr>", "<tr bgcolor=green>"}
else {$ -replace "<tr>", "<tr bgcolor=red>"}} vget-service.htmi

The output file should look similar to the one below. In principle this example works in the same way
as thewrite-hostoutput, although tere the individual lines of the HTML file are reformulated: the
HTML command for the table column has a backgrdugblor greeror bgcolor red Because not
everyone knows HTML, this example is provided, as an exception, and with the exact solution code.
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Working with files

In the next few exercises we will be working with files. If this book was handed to you as part of a
workshop, please ask your instructor for a memstigk containing test files. If you are working

through the exercises on your own, simply create your own folder for the exercises. To do this, copy
some different files (maybe 40) into a folder. If you cannot find anything else, you can use files from
your Internet cache. You should make sure that you use at least two different file types, but the more
the better.

Working with files in Windows PowerShell is really straightforward. Popular commands sdicbras
Iscan be used directly. However fodyouhave to take account of the obligatory space afterwards:
instead of cd.. it must now be cd .. !

Windows PowerShell also turns all files into objects. The size of a file can be directly queried and
does not have to be separated out from a string. Also, \WivelPowerShell does not just recognize

GKS WwWOflaaaroQ T7TAfdetpadivayduSandisplayall yuBentiokafionyvihictS
Windows PowerShell can offer you direct access. Drives are selected at the end with a colon (3).

List all Window®owerShell drives. Switcbdj to drive HKLM:. Type @d software Type in
M dir. Where are you right now? Switch to the ENV: drive. List the content Issewif it were
r_glp a classic Unix folder. Finally, switch to the CERT: drive and list the contiegtshes

get-childitemcmdlet.

You will see that in Windows PowerShell almost nowhere in your computer is safe from you. The
commanddir, Isandget-childitemhave the same functionality everywhere. This means you can use
whichever you prefer. To stay on the subject of Windows PowerShell syntax, | will mainly be talking
aboutget-childitem Just a quick note about the registry. If you have ever played arouhdhet

registry you will have noticed that you can get along well wittand cd but cannot actually see any
registry values. This is because registry values are a property of the registry objects, Bigetike

Date last accessedte attributes of aife. To reveal the registry values you need the command
get-ltemProperty. This command lists all registry values. For more information see, as ever, the help
for Windows PowerShell.

To make it easier for you to work with the test files we will creage g WRNA @S Q Ay 2 Ay
PowerShell, which will point to the actual test folder. To do this we need the commamgsdrive

2] Create a new drive by inputting the command as follows. Change the end of the path to point
M to your folder with the test files:
I? NewPSdrivesname FKpsprovider FileSystegnoot cipathtofolder
Then usecd FKto switch to that folder and check that you are in the right folder. If not you
can useRemovePSDrive Ft6 delete the drive and try again.

The following exerciseshould again show you the theoretical possibilities of Windows PowerShell.

Of course, at this point we can only scratch the surface but the exercises will show you what you can
do in principle. If necessary, modify the file extensions from the examplestch your own

exercise files.




Switch to your test drive: cd fk: (In PowerShell syntax, by the way, this would be

setlocation fk). List the content usinget-childitem Hide all temporary fileget-childitem *
¢exclude *.tmp, *.temp

B1: Output onlythe file name and length, but no temporary files with the extension temp or
tmp. Hint: Use the same technique as outputting processes and services.

FGUREZ: OUTPUT FILE NAME ANENGTH WITHOUTMPFILES

To minimize the amaut of information you have to type in, Windows PowerShell offers you various
methods of abbreviating commands. Tyget-alias | sortobject definitionand you will see a list of

Fff L2aaAirofsS aLISttAyda FyR WRALI f Sahibrly@se®r2eNdinO2 Y
number of letters before the parameter is filled automatically. Thus

Getchilditem *¢exclude *.tmp | selecbbject name, length
becomes Is* cex *.tmp | select n*, le*

B2: Sort the files in ascending order by size (length), byemame. Hint: Use the same
method as for processes in the examples above.

Finding object information using get -member
Useget-memberto get an overview of all object attributes and functions. To use this command yo

pass an object tget-membervia the ppe. You can even pass a list of similar objects witlgett
memberrunning into problems.

B3: Create a list of all possible attributes for a file using the cngéfetnember Sort all the
files by last accessed date. Hint: Use the results frongétenember¥ dzy Ol A 2 Y
the appropriate attributes from the list of properties.
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