
  

MICROSOFT SWITZERLAND 

 

1 Oktober 2007 

Frank Koch (BERN) 

Developer & Platform Evangelism 

 

Windows PowerShell 
 

 
 

An introduction to scripting 

technologies for people with 

no real background 

knowledge 

 



 

 1 

W
in

d
o

w
s
 P

o
w

e
rS

h
e

ll |
 0

1
.1

0
.2

0
0

7 
 

  



 2 

W
in

d
o

w
s
 P

o
w

e
rS

h
e

ll |
 0

1
.1

0
.2

0
0

7 
 

Windows PowerShell  
 

What can you expect from such a short work -  
An attempt of an foreword 

Objectives in draft ing this book  

¢Ƙƛǎ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭέ ōƻƻƪ ǿƛƭƭ ƎƛǾŜ ȅƻǳ ŀƴ ƛƴǘǊƻŘǳŎǘƛƻƴ ǘƻ ²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭ as well as 

practical examples, in order to give you a quick introduction to this subject even if you have no 

significant previous scripting experience. The book is explicitly not aimed at professional scripters; 

the extensive Windows PowerShell help and the many Internet forums and additional literature are 

designed to give experts everything they need. However, the newbies amongst you will hopefully 

find everything you need in this book to enable you to think about scripting in more detail, and 

hopefully quickly learn to enjoy being able to operate a computer even without a mouse. 

The sources for this book were mainly Microsoft publications relating to Windows PowerShell. This 

book presents the information in a new way appropriate for its target audience, initially leaving out 

the theory whilst using many examples and mini practical exercises so as to hold your interest.  

Once you have worked through this text and decided to make Windows PowerShell a fixed part of 

your everyday IT, feel free to read the original documentation for Windows PowerShell, which is 

automatically included when you install Windows PowerShell: 

¶ First Steps with Windows PowerShell 

¶ Basic Principles of Windows PowerShell 

To really profit from this book you should have access to a PC where you can simultaneously practice 

the exercises. The only prerequisite is a PC with Windows PowerShell 1.0 installed, which is available 

free as of Windows XP SP2. For information on downloading and installing PowerShell see the 

following websites. 

Other so urces of information online  
The introductory page for Widows PowerShell including download link is 

www.microsoft.com/PowerShell Here you will also find other links to very useful webcasts, books 

and other help forums. 

The best blog pages about Windows PowerShell are found at http://blogs.msdn.com/PowerShell/ 

Here you can read information about scripting techniques and practical demos. Absolutely 

everything. 

In Switzerland you can also find information in German in the ITPro team blog at 

http://blogs.technet.com/chITPro-DE Here you can find links to German Windows PowerShell 

webcasts, and downloads for the exercises in the book in the March/April 2007 archive. 

http://www.microsoft.com/PowerShell
http://blogs.msdn.com/PowerShell/
http://blogs.technet.com/chITPro-DE
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Useful key combinations for Swiss standard keyboards  

SYMBOL KEY COMBINATION MEANING 

|  ATGGR 7 (NOT: ALTGR1 = ¦)  FORWARD THE OUTPUT FROM A COMMAND 

` SHIFT ̂ , THEN A SPACE CONTINUE COMMAND ON NEXT LINE 

{ ALTGR Ä BEGIN A COMMAND SEQUENCE (E.G. AFTER AN 

IF STATEMENT) 

} ALTGR $ END A COMMAND SEQUENCE (E.G. FOR AN IF 

STATEMENT 

[ ALTGR Ü SOMETIMES REQUIRED FOR OBJECTS 

] ALTGR ! SOMETIMES REQUIRED FOR OBJECTS 

TAB TAB KEY  COMPLETES COMMANDS WHERE NECESSARY 

EXAMPLE: GET-HE (TAB) PRODUCES GET-HELP  

Windows PowerShell was developed in Redmond and was designed to ideally fit American keyboard 

layouts. Some commonly used keys are therefore hard to find on Swiss keyboards. I have put 

together a list for you here. 
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WINDOWS POWERSHELL IN PRACTICE 
Windows PowerShell is a free add-on for Windows XP systems and above, and can be downloaded 

from Microsoft at http://www.microsoft.com/powershell. The prerequisite is .NET Framework 2.0 

that ς if not yet installed ς requires a separate download and installation. Windows PowerShell itself 

is a relatively small download of around 1.5 MB and can easily be installed automatically via software 

distribution. The only thing to consider is that there is a different version of Windows PowerShell for 

each version of Windows. You must also take into account the relevant 32bit and 64bit architecture. 

After installation, Windows PowerShell places itself in the Start menu and is then accessible by 

ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ǎƘƻǊǘŎǳǘ ƻǊ ōȅ ŜƴǘŜǊƛƴƎ άtƻǿŜǊ{ƘŜƭƭέ ƛƴǘƻ ǘƘŜ ²ƛƴŘƻǿǎ Ǌǳƴ ŎƻƳƳŀƴŘΦ 

First impressions of Windows PowerShell  
To get your first impressions, start both Windows PowerShell and the classic command line 

CMD from the Start menu. At first glance both shells appear very similar ς apart from their 

distinctive colors: 

 

FIGURE 1: THE CLASSICAL CMD COMMAND LINE  

 

FIGURE 2: WINDOWS POWERSHELL 

 

http://www.microsoft.com/powershell
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!ƴŘ ƛǘΩǎ ƴƻ ǿƻƴŘŜǊΣ ǎƛƴŎŜ ōƻǘƘ ǎƘŜƭƭǎ ǳǎŜ ǘƘŜ ǎŀƳŜ ϦƛƴǇǳǘ ŎƻƴǘŀƛƴŜǊϦΦ ¢Ƙƛǎ ǳƴŦƻǊǘǳƴŀǘŜƭȅ ŀƭǎƻ ƳŜŀƴǎ 

that Windows PowerShell suffers from the real lack of support for Copy/Paste just like CMD has done 

for years. The following tips may be of some use here:  

¶ Select the required text with the mouse 

¶ Press the right mouse button (= copy) 

¶ Place the cursor on the required position 

¶ Press the right mouse button (= paste) 

¢Ǌȅ ƛǘ ȅƻǳǊǎŜƭŦΦ /ƻǇȅ ǘƘŜ ŦƛǊǎǘ ǘŜȄǘ ƭƛƴŜ ŦǊƻƳ ŜŀŎƘ ǎƘŜƭƭ όŜΦƎΦ ά/ƻǇȅǊƛƎƘǘ όc) 2006 Microsoft 

/ƻǊǇƻǊŀǘƛƻƴέύ ǘƘŜƴ ǇŀǎǘŜ ǘƘŜƳ ŀǎ ŀ ϥŎƻƳƳŀƴŘ ƭƛƴŜϥΦ 5ƻƴΩǘ ǿƻǊǊȅ ŀōƻǳǘ ǘƘŜ ŜǊǊƻǊ ƳŜǎǎŀƎŜ 

that appears when you press Enter. Get used to these mouse button exercises; you will often 

use them later on. 

9ǾŜƴ ƛŦ ǘƘŜ ΨŎƻƴǘŀƛƴŜǊΩ ƛǎ ǘƘŜ ǎŀƳŜΣ ǘƘŜ content and function of each of the two shells is very 

different. The easiest way to discover this is to take a look at the online help. A first look makes it 

clear that Windows PowerShell offers many more functions than CMD; more than 100 commands, 

also ŎŀƭƭŜŘ ŎƳŘƭŜǘǎ όǇǊƻƴƻǳƴŎŜŘ ά/ƻƳƳŀƴŘƭŜǘέ). Since only a few commands were directly 

contained within the CMD, additional help programs were developed over the years. As each of 

these CMD programs has its own syntax, an experienced CMD expert has to learn by heart many 

different commands and command logics. For cmdlets the syntax and logic are clearly defined. 

Windows PowerShell commands follow a specific naming rule: 

¶ Commands in Windows PowerShell consist of a verb and a noun (always singular) separated 

by a hyphen. Commands are in English. Example: 

get-help calls up the online help in Windows PowerShell syntax 

¶ Parameters are prefixed by ς :  

get-help -detailed 

¶ We also included many well-known commands in order to make it easier to start using 

Windows PowerShell. Example: 

As well as get-help, help (Windows classic) and man (Unix classic) all work the same way. 

Display the different help texts for each shell. Enter the help command in each shell. You will 

see the different number of documented commands in each edition of help. 

 

Instead of help or man you can also use get-help in Windows PowerShell. The syntax is as follows: 

¶ Get-help gives you help on how to use the help 

¶ Get-help* lists all Windows PowerShell commands 

¶ Get-help command lists the help for the relevant command 

¶ Get-help command  ςdetailed lists detailed help with examples of the command 

Use the help command to find detailed information about the help command: get-help get-

help ςdetailed. Tip: Use the TAB key to automatically complete the command. This avoids 

typos. 
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!ÄÄÉÔÉÏÎÁÌ ÕÓÅÓ ÆÏÒ ÏÕÔÐÕÔȡ ȰÐÉÐÉÎÇȱ ÏÂÊÅÃÔÓ 

As mentioned before, Windows PowerShell is an object-oriented shell. That means that the input and 

output for commands are usually objects. Since humans cannot read objects, Windows PowerShell 

ΨǘǊŀƴǎƭŀǘŜǎΩ ǘƘŜ ƻōƧŜŎǘǎ ŦƻǊ ƻǳǘǇǳǘ ƻƴ ǘƘŜ ǎŎǊŜŜƴ ƛƴ ǘŜȄǘ όǇǊƻŦŜǎǎƛƻƴŀƭǎ Ŏŀƴ ŜǾŜƴ ŦƛƴŘ ŎƻƳƳŀƴŘǎ ƛƴ ǘƘŜ 

Windows PowerShell help that enable them to adjust the output to fit their requirements). Linked 

ŎƻƳƳŀƴŘǎ ŀǊŜ ǊŜǇǊŜǎŜƴǘŜŘ ōȅ ǘƘŜ ΨǇƛǇŜΩ ŎƻƳƳŀƴŘΥ μ 

You can use this link to create your own Windows PowerShell book: Get-help * | get-help ς

detailed does this for you: get-help * creates a list of known commands that we use to input 

the command get-help ςdetailed. The output is extensive; you can cancel using CTRL-C. 

¢ƻ ōŜ ŀōƭŜ ǘƻ ǳǎŜ ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ ŀ άƘŜƭǇ ōƻƻƪέ ŀǘ ŀ ƭŀǘŜǊ ǇƻƛƴǘΣ ƛǘ ƛǎ ōŜǎǘ ǘƻ ƳƻǾŜ ǘƘŜ ƻǳǘǇǳǘ ƛƴǘƻ ŀ ŦƛƭŜ 

instead of displaying it on-screen. Windows PowerShell has its own command Out-File, better known 

as the symbol >.  

/ǊŜŀǘŜ ȅƻǳǊ ƻǿƴ Ψōƻƻƪ ŦƛƭŜΩ ƴƻǿΤ ƛƴǇǳǘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ Get-help * | get-help ς

detailed | out-file c:\Powershell-Help.txt or even  

get-help * | get-help ςdetailed > c:\PowerShell-Help.txt.  

Note that you must have write authorization for the destination path (here: c:\  ). 

Then open your first help file in Notepad and use this as online help for the later exercises. 

If you are ever searching for a command then get-help can also help you here. If you want to sort 

something, try to find something suitable using get-help sort*. Get-help now starts to search for a 

relevant command in the Windows PowerShell command repository. Since all commands start with a 

verb we can structure the search easily using get-ƘŜƭǇάǊŜƭŜǾŀƴǘ 9ƴƎƭƛǎƘ ǾŜǊōέϝΦ LŦ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿ 

already, the * symbol expresses a wildcard search, meaning that anything can come after the actual 

ǎŜŀǊŎƘ ǘŜȄǘΣ ǿŜ Ƨǳǎǘ ŘƻƴΩǘ ƪƴƻǿ ȅŜǘ ŀƴŘ ǿŀƴǘ ǘƻ ŦƛƴŘ ŜǾŜǊȅǘƘƛƴƎ ǘƘŀǘ ǎǘŀǊǘǎ ǿƛǘƘ ƻǳǊ ǎŜŀǊŎƘ ǘŜȄǘΦ 

Once you have displayed a command (here it would be sort-object), simply call up get-help again, but 

this time with the relevant command and the parameter ςdetailed in order to find examples of how 

to use the command: 

get-help sort-object ςdetailed.  

You should now be able to solve your problem. 
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Init ial  exercises with Windows PowerShell objects  

If you have never worked with objects before, the following exercises can help you understand the 

myriad opportunities in this world. Objects in programming are nothing new, and yet there is nothing 

to compare in the scripting area. If you are interested in working with objects, you can find detailed 

secondary literature on the Microsoft MSDN pages at http://msdn.microsoft.com and 

http://www.microsoft.com/switzerland/msdn/de/default.mspxΦ [ŜǘΩǎ ƭƻƻƪ ŀǘ ƻōƧŜŎǘǎ ǳǎƛƴƎ ǘƘŜ 

άǇǊƻŎŜǎǎέ ƻōƧŜŎǘ ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ LŦ άǇǊƻŎŜǎǎέ ŘƻŜǎ ƴƻǘ ƳŜŀƴ ŀƴȅǘƘƛƴƎ ǘƻ ȅƻǳΣ ǘƘƛƴƪ ƻŦ ǿƘŀǘ ȅƻǳ ǎŜŜ 

ƻƴ ȅƻǳǊ ǎŎǊŜŜƴ ǿƘŜƴ ȅƻǳ Ŏŀƭƭ ǳǇ ǘƘŜ ¢ŀǎƪ aŀƴŀƎŜǊΦ LŦ ȅƻǳ ŀǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ǘƘŜ άǇǊƻŎŜǎǎέ ƻōƧŜŎǘ ǘƘŜ 

MSDN pages can also be of help. 

 

Working with processes  
The get-process command lists all processes in your system. This list can be very long. To sort the list 

you can use another cmdlet: sort-object. By default, sort-object has a fixed sort order (ascending) 

which can be overridden with a parameter called -descending. For the argument you enter the object 

properties you want to use to sort the results, e.g. CPU time. 

A1: Your task now is to generate a list of all processes and to sort these in descending order 

according to their CPU time. You have already learnt everything you need to know for this: 

get-process, sort-object, and the pipe |. Hint: CPU is not a parameter for sort-object, rather it 

is an argument you can use for sorting. It therefore has no ς symbol. 

In the next exercise we want to limit the list a little to make it easier to handle. We use the command 

select-object. select-object recognizes several parameters (use get-help to find these), but we only 

need  ςfirst x and ςlast y to find the first x or last y objects in a list e.g. select-object ςfirst 5. 

select-object alone will not work, rather the cmdlet expects input such as from a pipe. 

A2: Generate a list of the top 10 processes based on their CPU time. To do this, take the 

results from exercise A1 and add the command select-object. There are two ways to the ideal 

solution, depending on how you want to sort the list. Try to find both ways. Hint: one way 

uses the parameter ςfirst, the other uses ςlast. 

We use this exercise as a quick introduction to variables. In simple terms, variables store all possible 

values, although they can also be objects! Here too please refer to the additional literature for a 

more in-depth view of variables. For now you only need to know that variables in PowerShell must 

always start with $. You can store the result from exercise A2 in a variable, allowing you to access 

your list of top 10 processes at any time. This allows you to compare with other points in time, 

perhaps to evaluate what has changed in a system. Assigning a variable is easy:  

$a = get-process | sort-object CPU -ŘŜΧ 

A3: Assign variable $P to the abbreviated process list from exercise A2. Hint: Use the cursor 

ƪŜȅ άUpά ǘƻ Ŏŀƭƭ ǳǇ ǘƘŜ ƭŀǎǘ ǳǎŜŘ ŎƻƳƳŀƴŘ ŀƴŘ ǳǎŜ ǘƘŜ Home key to move the cursor to the 

beginning of the line, then input your data. You can output the variable in a second command 

simply by typing $P at the prompt. 

http://msdn.microsoft.com/
http://www.microsoft.com/switzerland/msdn/de/default.mspx
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FIGURE 3: OUTPUT FOR VARIABLE $P 

Output in a TXT, CSV or XML f ile 

As default, Windows PowerShell displays the results of a command chain on-screen. Any objects are 

converted into text so that humans can read them. We use the out-host command here. However, 

because Windows PowerShell wants to be efficient, this is added automatically and invisibly if you do 

not add it yourself. There are alternatives to out-host; find them using get-help out*. 

Outputting results as a text file is quick and easy: out-file filename is the solution. Many other shells 

use the > command, which is also supported by Windows PowerShell. As well as output as a text file 

you can also convert to a CSV or XML file. As with out-host there are separate cmdlets that perform 

this task for you. They are called export-CSV and export-CliXML; both require the file name as the 

ŀǊƎǳƳŜƴǘΦ !ƴŘ ȅŜǎΣ ȅƻǳΩǊŜ ǊƛƎƘǘΥ ƛŦ ȅƻǳ Ŏŀƴ ŜȄǇƻǊǘΣ ǘƘŜƴ ȅƻǳ Ŏŀƴ ƛƳǇƻǊǘΦ ¦ǎŜ import-CSV or import-

CliXML to import the files again for viewing. 

A4: Take the varƛŀōƭŜ Ϸt ŦǊƻƳ ŜȄŜǊŎƛǎŜ !о ŀƴŘ ǎŀǾŜ ƛǘǎ ŎƻƴǘŜƴǘǎ ƛƴ ŀ ǘŜȄǘ ŦƛƭŜ ŎŀƭƭŜŘ ά!пΦǘȄǘέΦ 

¢ƘŜƴ ǎŀǾŜ ǘƘŜ ŎƻƴǘŜƴǘǎ ƻŦ Ϸt ƛƴ ŀ /{± ŦƛƭŜ ŎŀƭƭŜŘ ά!пΦ/{±άΣ ŀƴŘ Ŧƛƴŀƭƭȅ ŀƎŀƛƴ ƛƴ ŀƴ ·a[ ŦƛƭŜ 

ά!пΦ·a[άΦ IƛƴǘΥ ǘƘŜ ŎƻƳƳŀƴŘ Ҕ ŘƛǊŜŎǘƭȅ ǊŜǇƭŀŎŜǎ ǘƘŜ ǇƛǇŜ μΣ ǿƘƛŎƘ ƛǎ ƻƴƭȅ ǊŜǉǳƛǊŜŘ for true 

cmdlets such as out-file, export-CSV etc. Look at the results; Notepad is sufficient for this. 

 

Output in color  
Sometimes you want to highlight results to make them easier to read. You can do this, for example, 

by using color. The write-host command recognizes several parameters such as ςforegroundcolor and 

ςbackgroundcolor. What do you think, what might be the output for the following? 

write-Ƙƻǎǘ άwŜŘ ƻƴ ōƭǳŜά ςforegroundcolor red ςbackgroundcolor blue 

¸ƻǳΩǾŜ ƎǳŜǎǎŜŘ ƛǘΦ get-help write-host ςdetailed gives you a list of possible colors. There are also 

predefined combinations: with write-ǿŀǊƴƛƴƎ άŜǊǊƻǊά ȅƻǳ Ŏŀƴ ŀƭǎƻ ŀǘǘǊŀŎǘ ǘƘŜ ǳǎŜǊΩǎ ŀǘǘŜƴǘƛƻƴΦ ¢Ǌȅ 

this now. With this command you can output all processes in color. However, it would be more 

attractiǾŜ ƛŦ ǿŜ ŎƻǳƭŘ ŎƻƭƻǊ ǘƘŜ ƭƛǎǘ ŀŎŎƻǊŘƛƴƎ ǘƻ ŀŘŘƛǘƛƻƴŀƭ ŎƻƴŘƛǘƛƻƴǎΦ [ŜǘΩǎ ǘŀƪŜ ŀ ŎƭƻǎŜǊ ƭƻƻƪ ŀǘ ǘƘŀǘΦ 

For simplicity's sake we use your PC's services instead of the processes. If you do not know what 

services are, please look it up, for example on the MSDN pages. Simply put, services are the things 

you see listed under Control Panel / Administrative Tools / Services. The nice thing about them is that 
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ǘƘŜȅ ŀǇǇŜŀǊ ǿƛǘƘ ǎǘŀǘǳǎ άǎǘŀǊǘŜŘά ŀƴŘ άǎǘƻǇǇŜŘάΣ ǿƘƛŎƘ ƛǎ ǊŜŀƭƭȅ ǳǎŜŦǳƭ ŦƻǊ ŎƻƭƻǊ ƻǳǘǇǳǘΦ .ǳǘ ŦƛǊǎǘ ƭŜǘΩǎ 

look at the services using the get-service cmdlet. 

A5: Generate a list of all services and sort them by status. Hint: Use the same method for 

sorting processes by CPU time, but use get-service ŀƴŘ άstatusά ŀǎ ǘƘŜ ŀǊƎǳƳŜƴǘ ŦƻǊ sort-

object. 

Now we want to output an entire list in red. write-host will be our friend here. Unfortunately, the 

get-service | write-host ςforgroundcolor red command does not work as we hoped. write-host is not 

as friendly as other cmdlets and takes a list of objects that are then output in the right color. write-

host has to know for each object, which object attribute is output in what way. We have to help 

write-host along a bit. First we work through the object list step by step, by making a loop. There are 

many loops; each has its own meaning and areas for use. For our purposes we use the ForEach-

Object loop, which goes through the object list and passes each object individually to the next 

cmdlet. Within the loop we select the relevant object using the  $_ abbreviation, a particularly 

άǊŀƴŘƻƳ ŦŜŀǘǳǊŜέ ƻŦ tƻǿŜǊ{ƘŜƭƭ 5ŜǾŜƭƻǇŜǊΦ ¢ƘŜǊŜŦƻǊŜ ȅƻǳ ǎŜƭŜŎǘ ŀƴ ƻōƧŜŎǘ ŀǘǘǊƛōǳǘŜ ǳǎƛƴƎ  

$_.name-of-the-propertyΦ [ŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŀǘ ƛƴ ŀƴ ŜȄŀƳǇƭŜΥ 

get-process | ForEach-Object { write-host $_.ProcessName $_.CPU} 

Whereas get-process gives us a list of processes, in this example we can only see the name and the 

CPU time, since the first output goes to the pipe (|) and afterwards write-host only issues two 

attributes for each object. (If you call up the example again do not be surprised by the results: not 

every process has a CPU time, meaning that in certain circumstances a line can consist of only a 

name). 

A6: Generate a list of services and output only the name and status attributes. Use the 

previously described ForEach loop, even if you can think of other possible solutions. 

 

Now we can use the options for write-host to output in color. 

A7: Generate a list of services and output only the name and status attributes of your choice 

in color. Show the colors to your neighbor and decide who chose the prettier combination. 

Hint: Take your solution from A6 and add the ςforegroundcolor and ςbackgroundcolor 

parameters. 
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FIGURE 4: OUTPUT SERVICE NAMES AND STATUS IN RED 

Checking condit ions using the i f  cmdlet  

The last thing we are missing is how to check conditions. Here too there are many options for various 

scenarios. However, for now in this introduction we will restrict ourselves to the if command. You 

probably already know the syntax from other uses; it is quite simple: 

if (condition) {command(s) to execute} 

elseif (condition2) {command(s) to execute} 

else{command(s) to execute} 

elseif is optional and not always necessary. If you want to execute more than one command in the {} 

area, you can separate them either with a semi-colon or use a new line for each command. Windows 

PowerShell simply waits for the } at the end. 

For comparison purposes Windows PowerShell recognizes several comparison operators. They all 

ǎǘŀǊǘ ǿƛǘƘ άςά ŀƴŘ ǳǎǳŀƭƭȅ Ŏƻƴǎƛǎǘ ƻŦ ŀ ǘǿƻ-letter English abbreviation: -Ŝǉ ǎǘŀƴŘǎ ŦƻǊ ΨŜǉǳŀƭǎΩΦ ¢ƘŜ 

most important for us are as follows 

-eq Equals 

-match Match  
(Not quite as definitive as equals) 

-ne Not equal 

-notmatch Does not match 

-gt ςge Greater than / Greater than or 
equal to 

-lt ςle Less than / Less than or equal to 

 

The last exercise in this block combines all points for initial status monitoring of a system using 

PowerShell. All services in a system are first sorted by their status and then output in color: services 

with the status άǎǘƻǇǇŜŘέ ƛƴ ǊŜŘΣ ǎŜǊǾƛŎŜǎ ǿƛǘƘ ǘƘŜ ǎǘŀǘǳǎ άǊǳƴƴƛƴƎέ ƛƴ ƎǊŜŜƴΦ 
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A8: Call up a list of all services. Sort the list by status, then color the output either red or green, 

ŘŜǇŜƴŘƛƴƎ ƻƴ ǿƘŜǘƘŜǊ ǘƘŜ ǎŜǊǾƛŎŜ ƛǎ άǎǘƻǇǇŜŘέ ƻǊ άǊǳƴƴƛƴƎέΦ IƛƴǘΥ CƛǊǎǘ ǳǎŜ sort-object as in 

the previous exercises. Then use the foreach loop but instead of only using write-host, add an 

if query. You can view the status of services as usual using $_.status; possible values are 

άstoppedέ ƻǊ άrunningέ. About the syntax: The if condition is placed in () and the output 

ŎƻƳƳŀƴŘ ƛƴ ϑϒΦ LƎƴƻǊŜ ǘƘŜ ǘƘŜƻǊŜǘƛŎŀƭ ƻǇǘƛƻƴǎ ŀƴŘ ŦƻǊ ǎƛƳǇƭƛŎƛǘȅΩǎ ǎŀƪŜ Řƻ ƴƻǘ ǳǎŜ ǘƘŜ elseif 

query. Do not forget the final } for ForEach! When you reach the end of a >> line, close it with 

2x Return to execute the wrapped lines. 

Run the solution again but this time without the cmdlet sort-object. Use the cursor keys so 

that you do not have to enter all the information again. 

foreach-object can be abbreviated to ForEach. You can make it even shorter, but then you 

can no longer read it without knowing the meaning of the symbol. And so we will, for now, 

stick with foreach-object or ForEach. 

 

FIGURE 5: COLOR OUTPUT FOR SERVICES 
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Output in HTML  

Example A8 might be of use in monitoring servers. It would now be good if it was easier to reuse the 

output. You already know how to output as CSV and XML. And yet there is another version that can 

sometimes be more useful: HTML. The cmdlet convertto-html is used for this. Output is no longer in 

the form of a file, rather as with the other cmdlets it is now in a form that you can edit directly using 

a pipe. At the end you should move the text into a file so that, for example, it is easier to view the 

text in a Web browser. Using a series of mini examples we will now reveal the various options 

available using convertto-html. 

A9: Convert the output from get-service into HTML. Use the cmdlet convertto-html, which 

can work directly with an object list. Hint: If the list gets too long you can cancel with CTRL-C. 

 

A10: At the end, use the commands you now know to move the output into the file 

άΦ\!млΦƘǘƳƭέΦ ±ƛŜǿ ǘƘƛǎ ŦƛƭŜΦ IƛƴǘΥ ¸ƻǳ Ŏŀƴ ǳǎŜ invoke-item .\a10.html to start your default 

browser and the output file dƛǊŜŎǘƭȅ ŦǊƻƳ tƻǿŜǊ{ƘŜƭƭΦ 5ƻƴΩǘ ŦƻǊƎŜǘ ǘƻ ŜƴǘŜǊ ǘƘŜ ŎƻǊǊŜŎǘ ǇŀǘƘ 

to A10.html! If you prefer you can open the file with the file explorer, too. 

convertto-html allows you to limit the output so that the list does not become indecipherable. Use 

convertto-html to call up the list of objects to output, e.g. Χ μ ŎƻƴǾŜǊǘǘƻ-html ςproperty name, status. 

A11: Continuing on from A10: Generate a prettier webpage and list only the names and 

status of all services. You can also sort the output by status before conversion. Hint: Your 

command line will then consist of 4 commands: 

list all services, sort by status, convert to HTML, output as a file. 

Because convertto-html creates HTML text, the output can be easily modified if you have HTML 

experience. This is not a task for Windows PowerShell, but PowerShell can support you. Try to work 

out the results of the following code before you copy/type and execute it in Windows PowerShell: 

get-service | ConvertTo-Html -Property Name,Status | foreach {  

if ($_ -like "*<td>Running</td>*") {$_ -replace "<tr>", "<tr bgcolor=green>"}  

else {$_ -replace "<tr>", "<tr bgcolor=red>"}} > .\get-service.html  

The output file should look similar to the one below. In principle this example works in the same way 

as the write-host output, although here the individual lines of the HTML file are reformulated: the 

HTML command for the table column has a background bgcolor green or bgcolor red. Because not 

everyone knows HTML, this example is provided, as an exception, and with the exact solution code. 
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FIGURE 6: COLOR HTML OUTPUT USING HTML MANIPULATION 
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Working with f i les  

In the next few exercises we will be working with files. If this book was handed to you as part of a 

workshop, please ask your instructor for a memory stick containing test files. If you are working 

through the exercises on your own, simply create your own folder for the exercises. To do this, copy 

some different files (maybe 40) into a folder. If you cannot find anything else, you can use files from 

your Internet cache. You should make sure that you use at least two different file types, but the more 

the better. 

Working with files in Windows PowerShell is really straightforward. Popular commands such as dir or 

ls can be used directly. However for cd you have to take account of the obligatory space afterwards: 

instead of cd.. it must now be cd .. ! 

Windows PowerShell also turns all files into objects. The size of a file can be directly queried and 

does not have to be separated out from a string. Also, Windows PowerShell does not just recognize 

ǘƘŜ ΨŎƭŀǎǎƛŎΩ ŦƛƭŜ ǎȅǎǘŜƳΦ ¦ǎƛƴƎ ǘƘŜ ŎƳŘƭŜǘ get-psdrive you can display all current locations to which 

Windows PowerShell can offer you direct access. Drives are selected at the end with a colon (:). 

List all Windows PowerShell drives. Switch (cd) to drive HKLM:. Type in cd software. Type in 

dir. Where are you right now? Switch to the ENV: drive. List the content using ls, as if it were 

a classic Unix folder. Finally, switch to the CERT: drive and list the contents using the  

get-childitem cmdlet. 

You will see that in Windows PowerShell almost nowhere in your computer is safe from you. The 

commands dir, ls and get-childitem have the same functionality everywhere. This means you can use 

whichever you prefer. To stay on the subject of Windows PowerShell syntax, I will mainly be talking 

about get-childitem. Just a quick note about the registry. If you have ever played around with the 

registry you will have noticed that you can get along well with dir and cd but cannot actually see any 

registry values. This is because registry values are a property of the registry objects, just like Size or 

Date last accessed are attributes of a file. To reveal the registry values you need the command  

get-ItemProperty . This command lists all registry values. For more information see, as ever, the help 

for Windows PowerShell. 

 

To make it easier for you to work with the test files we will create a ƴŜǿ ΨŘǊƛǾŜΩ ƛƴ ²ƛƴŘƻǿǎ 

PowerShell, which will point to the actual test folder. To do this we need the command new-psdrive. 

Create a new drive by inputting the command as follows. Change the end of the path to point 

to your folder with the test files: 

              New-PSdrive ςname FK ςpsprovider FileSystem ςroot c:\pathtofolder 

Then use cd FK: to switch to that folder and check that you are in the right folder. If not you 

can use Remove-PSDrive FK to delete the drive and try again. 

The following exercises should again show you the theoretical possibilities of Windows PowerShell. 

Of course, at this point we can only scratch the surface but the exercises will show you what you can 

do in principle. If necessary, modify the file extensions from the examples to match your own 

exercise files. 
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Switch to your test drive: cd fk: (In PowerShell syntax, by the way, this would be  

set-location fk:). List the content using get-childitem. Hide all temporary files: get-childitem * 

ςexclude *.tmp, *.temp 

 

B1: Output only the file name and length, but no temporary files with the extension temp or 

tmp. Hint: Use the same technique as outputting processes and services. 

 

FIGURE 7: OUTPUT FILE NAME AND LENGTH WITHOUT TMP FILES 

 

To minimize the amount of information you have to type in, Windows PowerShell offers you various 

methods of abbreviating commands. Type get-alias | sort-object definition and you will see a list of 

ŀƭƭ ǇƻǎǎƛōƭŜ ǎǇŜƭƭƛƴƎǎ ŀƴŘ ΨŘƛŀƭŜŎǘǎΩ ŦƻǊ ŎƻƳƳŀƴŘǎΦ CƻǊ ǇŀǊŀƳŜǘŜǊǎ ƘƻǿŜǾŜǊ ȅƻǳ can only use a certain 

number of letters before the parameter is filled automatically. Thus 

Get-childitem * ςexclude *.tmp | select-object name, length 

becomes  ls*  ςex *.tmp | select n*, le* 

B2: Sort the files in ascending order by size (length), then by name. Hint: Use the same 

method as for processes in the examples above. 

 

Finding object information using get -member  
Use get-member to get an overview of all object attributes and functions. To use this command you 

pass an object to get-member via the pipe. You can even pass a list of similar objects without get-

member running into problems. 

B3: Create a list of all possible attributes for a file using the cmdlet get-member. Sort all the 

files by last accessed date. Hint: Use the results from the get-member ŦǳƴŎǘƛƻƴ ŀƴŘ ΨƎǳŜǎǎΩ 

the appropriate attributes from the list of properties. 


