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Administrative tasks using Windows PowerShell

Requirements for this workshop

This workshop is the followp to our highly successful Windows PowerShell foundation course. This
time, the focus is on daily IT administration tasks using Windows PbelerSf course, it is not
possible to cover all aspects of this broad spectrum of tasksdenech more comprehensive books
than this booklet are available on the subject. However, we do hope that, by way of examples and
tasks, this booklet will awakeroyr own curiosity, and that you will incorporate Windows PowerShell
more and more into your everyday IT administration tasks.

If you don't yet know anything about Windows PowerShell, it's a good idea to acquaint yourself with

it a little to start off with.You will find numerous good descriptions and exercises on the Internet for

this purpose. | have also created a brief introduction that you can download for free from the

Internet. Athttp://blogs.technet.om/chiTPredes &2 dz Oy R2éyft 2R GKS a2 A
exercise booklet as a PDF file (available in German and English) as well as various practice files. Apart
from that, no further requirements exist for the initial foundation coursall you need ign upto-

date Windows system with Windows PowerShell installed, which is available as a free download from
Microsoft.

In this followup workshop, however, you will be working mainly in a Windows Server environment.
This limitation is necessary, as manyradstrative tasks only make sense when carried out on

servers. If you do not have access to a Windows Server for your tests (by this, | DO NOT mean a live
server, but instead an additional test system), you can download a similar environment from
Microsot for free. Please note that the download volume is ov&H, so do ensure that you are

aware of the download time and any potential costs for your own Internet connection beforehand.
You will find a detailed description and instructions on how to dowahlaad initially configure the

test environment as an annex to this workshop. In addition, | recommend that you use the practice
files for this workshop, which are also available as a free download. More information on this can be
found in the annex.

e

Pleaseensure that the correct server names, Active Directory configuration and other details in tie
following exercises are selected in line with the test environment mentioned. If you use this boolget
WITHOUThe virtual environment, you may not be able to gaout certain exercises, or certain
examples and scripts must be adapted for use in other environments.

Other information sources on the Internet

You will find the Windows PowerShell homepage, including a download link, at
www.microsoft.com/PowerShell

Here, you will also find links to very good Webcasts, books and other help forums.

The best blog page on Windows PowerShéiitis//blogs.msdn.com/PowerShEl Here, you will
find all the information you need on script techniques, alongside practical demonstrations.

(iﬁ’]inistrative tasks using Windows Po
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Helpful key combinations for a Swiss standard keyboard

QHARACTER | KEY COMBINATION MEANING

| ALTGR7(NOT ALTGRL =) FORWARD THE OUTPUR@BMMAND

: SHIFT,FOLLOWED BY A BLANK CONTINUE COMMAND OEXT LINE

{ ALTGR A START OF A COMMANDDSENCEKE.G.
FOLLOWING ABIFE STATEMENT

} ALTGRS END OF A COMMAND SEENCEE.G. IN THE
CASE OF ANFE STATEMENT

[ ALTGR U NEEDED FOR SOME OBSEC

] ALTGR! NEEDED FOR SOME OBSEC

TAB TABKEY COMPLETES COMMANDSERE NECESSARY

EXAMPLEGETHE(TAB)GETHELP
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Windows PowerShell was developed in Redmond, and is ideally suited to the American standard
keyboard layout. Should you be using a Swisbéand, you will notice that some commonly used
keys are hard to find. A small list of shortcuts is provided for you here.
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WORKINGWITH WINDOWSPOWERSHELL

A Automatic installation of Windows PowerShell
Windows PowerShell is a free add for Windows XP systems and higher. It can be downloaded
from Microsoft athttp://www.microsoft.com/powershell Windows PowerShell itself is relatively

small to download; however, it requires .NET Framework 2.0, which also must be downloaded if it is
not already used.

It is easy to autmatically install Windows PowerShell. System management tools such as SMS,
System Center EssentialsSystem Center Configuration Managéom Microsoft can be used for

this purpose. As Windows PowerShell is available as a normal Windows patch, iticsialbex
automatically using generally known command line parameters. However, please note that there is a
separate version of Windows PowerShell for each version of Windows. You must also take into
account whether you are dealing with a 32bit or 64bitldtecture, which means that you may need

to create several software packages depending on the environment.

To save you from typing out the links for the exercises in this booklet, all links are listed in a file called
Link. TXTwhich can be found in théds connected to the workshop. These links can be copied

directly into your browser. You will also find a file calMaster. TXT which contains longer scripts so

that you do not have to type these out either.

Al:Download Windows PowerShell and insiiatin your virtual test system. To do this, copy
¥ the Windows PowerShell download link into Internet Explorer in your virtual environment
r? (add the pagenttp://downloads.microsoft.conto the list of trusted site when you are asked,
in order to execute the download. You will find all the links in the aforementioned text file in
the ZIP file connected to this booklet):
http://www.microsoft.com/downloads/details.aspx?Familyld=10EE298BA4057-836 7
C9C1DAB6E2BF&displaylang=en

Call the EXE file with parameter /? by entering the commartityoKby means of a normal
CMD input prompt. What are thinstallation parameters? What is the syntax for fully
automatic installation with no user interaction?

Now carry out fully automatic installation on your virtual test system.



http://www.microsoft.com/powershell
http://downloads.microsoft.com/
http://www.microsoft.com/downloads/details.aspx?FamilyId=10EE29AF-7C3A-4057-8367-C9C1DAB6E2BF&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=10EE29AF-7C3A-4057-8367-C9C1DAB6E2BF&displaylang=en

B Security in Windows PowerShell

In the default setting, Windows PowerShell da®t execute any scripts. This function must be
explicitly activated by the system administrator. Various policies are permitted for activation, which
are all connected to the signing of scripts. There are two cmdlets involved in activggion:
executiorpolicy and set-executionpolicy Usingget-executionpolicyqueries the current settings.

There are four security levels:

Policy value Description

Restricted (default) No scripts are executed

Allsigned Only signed scripts are executed

RemoteSigned Locallycreated scripts are permitted, but all other

scripts must be signed

Unrestricted All scripts are executed

2] B1 Check the Windows PowerShell settings on your system by calling the relevant cmdlet in

v PowerShell.

IE? Following this, search for the correctykand value in the registry. To do this, use Windows
PowerShell oregedit. An introduction to registry navigation is provided in the first workshop
book. TipPowerShelis a piece ofoftware from Microsoftinstalled on thdocal PCFrom
there, refer tokey 1/ShelliDsand display the item properties fdficrosoft.PowerShel(the
cmdletget-itemproperty key nameshould help). Is there a suitable entry for the Windows
PowerShelExecutionPolicy

To change the setting for tHexecutionPolicya system admistrator must call the command

SetExecutionPolicy ng-value

The four values from the table above are available for selection. %

o

B2 Use the correct cmdlet to set the Windows PowerSErécutionPolicyo RemoteSigned =

v for the purpose of these exercisehedck the settings using the appropriate cmdlet. Now Ioccﬁ,k

I? at the registry key again. Is there now a suitable entry? What is this entry called, and whé

value does it bear? é

()]

In practice of course, it is not really feasible to set EveecutionPolicynanually.Microsoft offers =
help in this area in the form of a group policy administrative template, which can be downlozgjed

from Microsoft free of charge. &

Qo

2] B3:Create a new group policy using the Windows PowerShell template in order to set sc@t

Ix‘g security toUnresticted for all systems in your domain. To do this, download the Microsoft_‘g
group policy administrative template and install it on your server. The download link for the
template is:http://www.microsoft.com/downloads/details.aspx?FamilylD=2917a%ibc <
4da7-82c8fe08b3ef4e6d&DisplayLang=en

\
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Tip: Following download and installation, launch the menu itective Directory Users and
Computes located underAdministrative Toolsfrom the Start menu. In the newly opened
MMC, click on your domairGontoso.locgl and select the iteniPropertiesfrom the actions
menu. Select the menu itenGroup Policiesand click onEdit This opens the Group Pglic
Object Editor. Click orComputer Configuration Administrative Templateand select
Add/Remove Templatedrom the actions menu. Click on thadd button, select the
previously installed Windows PowerShell group policy administrative template (normally
locaed under CA\Program FilesMicrosoft Group Policy and then click orClose Under
Computer Settings / Administrative Templates / Windows Componentsu will now find
the item Windows PowerShellActivate the group policy, and set the value Adow all
saipts. Finally, update the group policies on your server by entering the commampidate
[force in Windows PowerShell.

In this example, you have changed the standard group policy for the domain. In practice, you
would create a new group policy that sumrizas the Windows PowerShell settings (and
perhaps other settings as well), and then apply this guideline to the appropriate computer

group.

2 B4:Check the Windows PowerShell security settings using the appropriate cmdlet. Change

3 the security settings torother value using the appropriate cmdlet. What answer do you get?

|‘§ Now look at the registry key again. What value does the key have? And what does the cmdlet
output?

Now look at the group policy template. To do this, open the ADM file (normally located
under C\Program FilesMicrosoft Group Policy in Notepad. Which registry key is
mentioned here? Now operegedit and take a look at both keys. Change the group policy
value as described iB3, then check whether a registry entry changes and, if so, which one
changes. Which key therefore takes precedence over which?

In this chapter, you have seen that Windows PowerShell is a shell that can be quickly and easily rolled
out on your systems, and that its security settings can be securely and centrally manatied via

Active Directory. You can, for instance, define whether only signed scripts are demanded in the

entire environment, or only on critical ba@nd systems, while a lower security level can be used

with no problems on developer PCs or in test environmseifihis means that the first version of

Windows PowerShell already meets all the necessary requirements for live use in various
environments. In the following chapters, individual possibilities for using PowerShell will be

presented. Although we cannot lany means cover all areas, we hope we will spark your interest to
experiment a little yourself.
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C Exercises with files
In this block of exercises, we will be working in the file system, as is often the case for server

administratorsWe will begin withe NOA 4S&8 FNRY GKS FAnNdrdductoa® | f S
Windows PowerShéllAs detailed information concerning exercisgbkand C2is available in the first
booklet, we won't go into further detail here.
7] CI Copy the practice files from theFZfile connected to this booklet into the directory
3 C\Download4 Filescreated on your test systenThen, create a script that sorts out the
GOKI 2a¢é¢ o6& TFTANRG ONBFGAYy3 | &adzoF2f RSNJ F2NJ S|
to the correct diretory. Detailed information on this step can be found in the first booklet in
the series. You can either take the solution directly from there or work it out yourself.
However, do not create the script interactively in Windows PowerShell this time, beaihst
in Notepad to start off with. Add your own detailed comments to the sc@ammments are
introduced with a hash sighin Windows PowerShell scripts, and continue to the end of the
current line. Save the script undé\ Downloadd Scriptd C1.psland then execute it in the
shell.
7] C¥ 5St SUSLNKSESQ@SRE Sk 0 G N 6 dzii S\DFWNBayFiles FAL S

v (including subfolders). Again, do not execute the necessary commands for this interactively in
I? the shell.Instead, write another scrip2.pslin Notepad. Avoid error messages by factoring

out directories, as directories have leReadOnlyroperty. This time, however, do not

launch the script from Windows PowerSheilhstead, use the classic CMD.exe command

prompt from a new batch fileC2.cmdTip: Create a batch file that contains the correct path

to the scriptC2.psi(the correct path is important and must ALWAYS be specified in

t 26 SN KStf aONA LI & Z\épThSARs ayBllonda a NB SGSy | &

powershell.exe scriptpatmame.psl

In this exercise, you have learnt how to indirectly call Windows PowerShell scripts. Using this
technique, you can execute Windows PowerShell scripts as login scripts or system tasks, or using the
software distribution method of your choice, evdnhis doesnot knowanything aboutWindows =
PowerShell. Try to discover other Windows PowerShell command line parameters by calling
Windows PowerShell usinige switch/?

ws PowerSh

In the next exercise, we will attempt to create a type of intelligent storage solutsing Windows 3
PowerShell. This solution is not intended to compete against commercial solutions. Instead, tké aim
is to show what you can do using intelligent scripts. How to proceed: Use a script to search a Server
share for files that have not been et for some time. Then, move these files from the source shazvre
6SPaId &2dzNJ SELISY&aALS {!'b gAGK RIFEAf& ol 01 dztJo
confusing end users, also create a link on the source share that directs users to the filetmgﬁheé
server, should someone still wish to access the moved file at some point. As mentioned befores this
script solution cannot and is not intended to compete with commercial archive solutions. It is si@ply
intended topresent an alternative scripting@K y A |j dz®IE G K (0 Qa =

©
<

To enable the script to be used as flexibly as possible, the paths to the shares are not coded directly
in the script, but are instead transmitted via parameters when the script is called. The same applies

OO ¢
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to the time interval of thedst call, in order to obtain as high a level of flexibility as possible. When
GKS aONARLII Aa OFfftSRXI GKS &ONX Llnysdipt.psk YS G SNE | NB
Parameterl ParameterX 0 YR &SLJI NI SR o6& YSIya 2FBAgdI O0Sad
can then be used to access the individual parameters in the script. Fongestathe call is as
follows:

Myscript.psl hello 17
then the variables would b&Args[0] = hello and $Args[1] = 17

For the following exercise, you must makefew preparations in your virtual environment. First,
create two shares. The source share should poinCi®ownloads$ Filesand can be calledriles
Now, create a second directory call€zh Downloadd Target and simply name the shar&arget
Ensure thatyour account has not only read access (default value)Hult Accessights to both
shares.

As all the practice files were moved in the previous exercise, éiseAccessDatattribute cannot be
used directly. Using the scrittprepare.psl(included in he practice files) sets theastAccessDate
for certain files back by one or two years. Therefore, execute this script beforehand. The script
source code can be found in the annex to this booklet.

C3 Write a script that is called with three parametersuste share, target share and last

e access date. Check if the script was called with three parameters. If not, cancel the script,

EP indicating the correct call. Then check whether both of the first two parameters are really
existing shares (file paths). Tipghel cmdlettest-path will help you herelf you obtain the
return value $False,simply cancel (indicating the correct call?). Verification that the third
entry is a figure will take place at a later point in time, as the required troubleshooting
measures hee not yet been introduced in this workshop. Now identify all files with a
LastAccessTimealue older than Today¢ Parameter3(in months)). Generate a list of the
files with file names, paths and the laatcess date. Check the results for the following
parameters: 6, 13, and 25 montHsaportant: To successfully compare date values, you must
convert them into a floating point value using the methdiOADate() These figures can
then be compared simply usimgt or ¢lt.

Now, we've almost found the soluticto the problem.

C4 Go through the list of all the original files and move them if necessary. However, before
*, moving the files, ensure you obtain the NTFS permissions by using the corgetaaadin a
E? variable. After moving the files, assign these pissions to the target files again using
set-acl.

Of course, in Windows PowerShell you can not only copy ACLsdesiag) andset-acl) but also
generate them. The easiest way to do this is via .NET libraries. To avoid jumping too far ahead here,
these sks are described in the .NET section and we will come back to them later.

The last thing that needs to be done is to create the link in the source share to the new file in the
target share. There are various methods for creating a link. Firstly, thedbjekt WScript.Sheltan
be usedAnother option is using the free tomkMKLink.exefrom Pixelab Inc. which is described and

J
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available for download dittp://www.xxcopy.com/xxcopy38.htmThis tool's advaage is its ease of
use in comparison with the shell object. For our purposes, it is sufficient taxdaKlink.exewith
two parameters:

xxMklink (path to new link but without .Ink ending) (original file with path)

C5:Download the tool xxMkLink.exe fromitp://www.xxcopy.com/xxcopy38.htmand copy
v the tool into your script folders. Then, move the practice files into their original directories
I‘E and reset the access data using &prepare.psiscript. Nowbuild on your solution from
C4by creating the link to the moved file. An appropriate task sequence would be as follows:

1 Save the original ACLs and the source path
Move the file to the target folder
Restore the ACLs

Create a link in the original path togmew path of the target file

= = =4 =4

Ensure link access rights to the link (restore to the original ACLS)

Should you be dissatisfied that the link was not created using a PowerShell cmdlet but instead using
an EXE, take a look sgctionKas well. In thePowerSlell Community Extensiongou will findan
appropriate cmdletifew-link) that works in the same way agsMKLink.exetherefore permitting a
solution to be found using PowerShell alone.

We have now reached the end of our examples for working with filgsulfe looking for more
ideas, consider the answers to the following questions (suggested solutions can be found in the
annex undeXland X2}

Create a report that lists the following statistics concerning a server, share, etc.:
1 The number of files pdile type and the overall size for each type

9 List of the top 10 file owners based on their entire volume

PowerShell

Similar reports can also be obtained using the file server functions of Windows Server 2093
R2, but you should try it out here just using what you have

indo

The aforementioned archive solution has a disadvantage, namely that all files end up in the sar@
target folder. To lend a clearer structure to the archive directory, you can create subfolders, perlaps
one folder per source share, and then continue expagdhe rest of the directory structure as
required. However, a practical example can clarify this much béti8erverlFilesand
\\Serverldata Projectbecome\\ ArchivserverServerlFilesand
\\Archivserve¥rServerldata Projects

Can you also incorporate this extension into your solution scripE&r

Administrative tasks ugin
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D Working in the registry

Your system registry is alatile like a normal drive in Windows PowerShell. This enables you to use
scripts in the registry similar to those used for the file exercises. However, instead of files, the
registry contains keys and their values. If you wish to display keys, you chis diréctly using the
cmdletget-childitem. You can display the values using the cm@letchilditemproperty Schliissel

These methods can be used to display registry values in a new way, which we first want to do
interactively.

D1:Go to the registry ath HKLM Softwaré Microsoftin Windows PowerShell and choose
I&E to output only the keys beginning with Wip: Use the same command as for files in the file
system!

7] D2 This method also works for subfolders, ddisplay all keys that begin with W and end
5 with R, and secontbvel subkeys that also begin with W. Tip: This sounds a lot more
I? complicated than it actually is.

A new key is created using the cmdMgtw-Item. For instance, to create a new entry in the
HKLM Softwarekey for a Contosapecific applicabn, the command would be:

NewltemcLd: 6 K Al 2T &b NBS o/ 2y (i2a2é

Now, only the required entries and their values are still missing here. As already mentioned, this
concerns arntempropertythat is created using the cmdleew-itemproperty. A newstring entry for
the above application would be created as follows:

New-itempropertyct A G S NI f LJSdftiarey |2W[(a8hal2¥eS ! LAY I YSE a/ 2y (2 3
| w acgype string

2] D3:Create a new registry key for your own software, and write at least one f@iubis key
v to the registry. Check the result using regedit. Once you have done that, delete the value and
EP the key using the appropriate cmdlets. Tip: These cmdlets beginrartbve X & 2dz OFy |
use the commandEL which you will be familiar with fra the classic command prompt.

5

Finally, you can put what you have learnt into practice. To do this, list the autostart entries for the
RUN key and write these to a file. Once you have analyzed the syntax of the entries, create a new key
that automatically dunches the Notepad application. The autostart key is

HKLM software\ Microsoftt Windows CurrentVersiohRun

D4:Launch Notepad automatically on your system using a PowerShell script.
r‘g’ Tip: Output the existing entries in a file first in order to understarertbyntax before
creating a new entry. Check the entry by logging in again, starting a remote session or similar.
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E Exercises using .NET and WinForms
.NET WinForms allow you to display script outputs in individual windows. One example is the output
of Windows services and their relevant statuses. In the following exercises, we will be repeating
possible outputs in HTML format, and will be extending them by outputting them in table format in a
separate window.

7] El:Listall services with their name andastis as a HTML page. This exercise is detailed in the

3y first booklet, and is included here simply to refresh your memory. However, assign the

I} output file the same name as your test computer (€gmputer5.htm). Tip: The name of
your computer can be obtaéd, for instance, by using the WMI object
Win32_ComputersystenA detailed description of how to use WMI objects is also provided
in the first booklet.

You camicelyuse HTML foreports, butfor representing data directly, a graphical output, like in a

own windows, is more appropriate Thisfunctionality isprovided bythe .NETframework which isthe
foundation of Windows PowerShell Before wetake a lookat the so called WinForms, we must

understand the basics. .NET commands can beed very easily in Windows PowerShell, and the most
commonly used .NET libraries are automatically loaded. If you wish to access a more-ssédbm

library, you must load it first. Special nomenclature and terms are used for .NET. You can look up the
mearing of these in any .NET documentation, or for instance on the Microsoft MSDN website.
However, with the help of examples, you can quickly pick up how the principle works: all it takes is
the library in square brackets followed by two sets of colons:

# Loaling a .NET assembly:

w{2a0GSYOPWSTESOGA2y D! 3aSYOof&B8YY[2FR2ZAGKtFNIALFTE DY}

[System.Reflection.Assembly]::LoadWithPartialName("System.Drawing")

If you wish to use a .NET object, you can generally do this by creating a new instahesfijec¢t
class. This instance takes over the cmtlletv-Object indicating the corresponding .NET class. Here,
there are very interesting object classes such as Web clients (a type dinmivéer) and email
clients, if you wish to send something byneil. The script line for the Web client would look
something like this:

$web = NewObject net.webclient

ndows PowerShell

A new object reference has now been created in the $web variable, and can be analyzed using:
cmdletget-member. For instance, the method Download&ty() exists, which downloads an entire
website. The script line for this is:

e

\Ay
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The example of the RSS Reader can be taken from the first workshop booklet. The only thing nééw
missing is th square brackets []. These brackets are used to define the type of return value thatg
should be chosen in line with the expected output if this is specified. Examples are [XML] or [void],
whereby [void] can also mearo output/return value. This also meam® error messages! Let's take
another look at the example of the RSS Reader:

/
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([XML](newobject

VSGdsSo0t ASYylod526yt2FR{INAYITOaKIGLIYkKOf 2TadYAR

format-table title, link

To start off with, another .NET objeat the Web client type is created. The object calls a page on the

Internet, which is an RSS feed. As we know that this is an RSS feed, we can directly access the RSS

properties of the feed: itehanneland theltems(entries) in thechannel This list oentries is
interpreted as XML, which enables formatted output of thike andlink for the list entries.

However, it is not always necessary to create a new .NET object. Alongside objects, .NET also offers

methods that can be helpful in everyday tasks: iRstance, .NET commands exist for creating
random numbers and random file names, for instance if you wish to create a temporary file during
installation. Methods can either be called directly (in the case of libraries that are loaded directly by
WindowsPowerShell) or by specifying the relevant .NET assembly. Take a look at the following
example:

(new-object Random).next(1,50)

The above example calls the .NET method (random) to create a random number between 1 and 50,
and returns the random number. To dais, you don't have to create an object fiksyou can go
straight to the method. This is, however, different when creatingralom name for a temporary file

[System.lO.Path]::GetTempFileName()

Here again, square brackets need to be placed ardhagssembly, and colons must also be
entered.

Let@ now take a look at how to create own windgws Winforms as they are called MET,by
analyzing an example from the first Windows PowerShell workdbsingthe
System.Windows.Formassemblywe create a Winfornobject. We add a button object, too and
assign the action to close thinform when we click on the buttor.he code is Windows
PowerShell looks like this:

E2a: Repeat the .NET example from the first Windows PowerShalkshop, which created a
|&§’ window with asingle button:

[void][System.reflection.assembly]::LoadWithPartialName("System.Windows.Forms")
$form = newobject Wndows.Forms.Form

$button = newobject Windows.Forms.Button

$button.add_click({$form.close()})

$form.controls.add($button)

$form.ShowDialog()

The example will work, but@not veryappealing With few more line of code, we can change this.
Try the next exampleotlearn, how you can adjusYinformsto your own needs.

\
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E2b: Extend theexample E2a and add a title to your winddwaddition, the button should
have a label andhouldfill out the whole windows, top

[void][System.reflection.assembly]::LoadWithPartiaIName("System.Windows.Forms")
$form = newobject Windows.Forms.Form

$button = newobject Windows.Forms.Button

$form.Text = "My First Form"

$button.text="Push Me!"

$button.Dock="fill"

$button.add_click({$form.close()})

$form.controls.add($button)

$form.ShowDialog()

Besidebuttons, the Winforms objects know many magentrols you can add, like drawing areas for
graphs or jrtures and tables you can use for daliie in ExcelThe next examplshows how to use
sucha table, ordatagrid as they are called in .NEllake a look at the example and play a little bit
with the parameterto better understand their meaning.

*

[

E3: Run the following sqgpt to get another presentation forrfor the servicesof your system.
The idea behind is the sane the first Winforms example$Vhat@ new is the way how to
fill out the datagridInstead of assigng each cell individually the new value, we take
advantage of the aay handling of NET and Windows Powgrell. The special@() command
actually executes alimdlets within the brackets and rem their output which we can store
in the array vaable.Thisallows you toeasilychangeor addthe Cmdletsyouwant to output
in your new datagridBut be careful: there must not be a space between the @ and the ()

[void][System.reflection.assembly]::LoadWithPartialName(" $s.Windows.Forms")
$form = newobject System.Windows.Forms.Form

$DataGridView = newbject System.windows.forms.DataGridView

$Form.Text = "MyFirst Datagrid"

$array= newobject System.Collections.ArrayList
$array.AddRange( @( getervice | write-output ) )
$DataGridView.DataSource = $array

$DataGridView.Dock = "fill"
$DataGridView.AllowUsertoResizeColumns=$True
$form.Controls.Add($DataGrid €iv)
$form.showdialog()

E4: Try some variations to better understand the @() ideiast, sot the services by their
state befae you fill the datagridAnd try to output the poces®s, sorted by the company
too. Hint: simply change the€mdletsin the @ () bracket construct.

Administrative tasks using Windows PowerShell
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There are still other things to discover in .NET alongside WinForms. However, .NET is too
comprehensive to be described here in any more detail. More detailed Windows Power&tiedl b

and all the .NET literature available will provide you with more information in this area and, by
means of countless examples, will show you what can be done using .NET. We will limit ourselves to
just a few examples here.

Evaluating file types (exten sions)

There is a great command in .NET for evaluating file extensions:

w{ @80 SYDPA2 LI (i KridedD\R i & 5 dvdyididi isfacoe @tdrn files with the
extension.TXT

=4 E5:List all practice files and return their file extensions. Use el method>etExtension
e to do this. TipGetExtensioronly accepts one file at a time. For this reason, use a loop to
IEP process all file objects. OntijsplaySE i Sy aA2ya GKIFG FNB y2i aSYLI
and sort them according to their frequenchip:($extcy’ S obuddlbe a helpful code
segment.

The return value of the sorted, grouped file extensionsisaay(provided that several extensions
are availablg The welknown cmdletMeasureObjecttells you how many extensions you have
altogether, whileget-membergivesyou the properties of the array

E6:Only output the extension that is the most frequent.

[
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Setting ACLs in the file system

ACLs have already been described in the section on working with files. The getedietcan

provide youwith a good overview of who has access to which objects (files, registry values-etc.).
the initial analysis, it is advisable to save the resufjeifaclin a variable, and to then output this as
alisto Xy F-82 N lfviliiguickly become appant that the Access property contains exactly the
information you are looking for.

2] E7:0utput the access rights of one of the practice files as a list. To do this, save the ACLs in a
I‘;§’ variable, $MyAcl The result should look like this:

¥ Windows PowerShell (o[ E [

: FullcControl
A

Allow
EUROPE\ frankoch
True
T
s : None

: FullControl
: Allow
: NT AUTHORITY\SYSTEM
True
: None
s : None

: FullcControl
1low

A W
BUILTIN\Administrators

: True

: None

s : None

PS C:‘\Users\frankoch\Downloads\PowerShell\_Workshop> _

An abbreviations chosen using .NET in order to set new rights. The following command outputs a list
of access constants such as Read, Write, and ListDirectory:

[system.enum]::getnames([System.Security.AccessControl.FileSystemRights])

The required rights can be saved id& NA I 6t S Ay 2NRSNJ G2 Faaiaday GKS
be pleased to know that all desired rights can be simply listed one after another, separated by
commas:

werShell

9]

PbSowAIKGIa I w{@8adiSYDP{SOdzNARG& d! OOS & LIR2YNENE f

If new access rights are to be assigned to a file, this can be done using the MeihadcessRights
of the ACL object, which you obtained using the cmgédtacl. The method requires five items of

information for this purpose: the name of the uses an NT account, the rights akileSystemRights g’
list, the specification as to whether the rights can be inherited (caNdme), and also whether they
should bepropagatedio subordinate objects in the case of a folder (may alstlbere). The last
thing required is the type of access rights rilecesor Deny;

Windows
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PYSgNAIKGE T w{ealiSYd{ SOdzNRGe ! OOSaa/ 2y i NP
$InheritanceFlag = [System.Security.AccessControl.InheritanceFlagag:N

$PropagationFlag = [System.Security.AccessControl.PropagationFlags]::None

$Typ =[System.Security.AccessControl.AccessControlType]::Allow

$ID=new2 6 2SO0 {@aiGdSY®d{ SOdzNR i & @t RWAYWOALII NI diib2¢NEQO 2

$SecRule =newbject System.SecuyitAccessControl.FileSystemAccessRule($ID,
$newrights, $InheritanceFlag, $PropagationFlag, $Typ)

$myACL = get Ofcl-ldNS LIF NB ®LJa m &
$myACL.AddAccessRule($SecRule)

Set! / [\cIHIMB LI NB LA MiGa bYe! /|

If you find this procedure too complex, you'll be pleasedtiear that the trustyCACLS.exaso works
perfectly in Windows PowerShell. The only difference is that you can now, of course, incorporate
CALCS8wuch better into your script pipelines.

Sending an e-mail from a script

There are various approaches fensling an email from a script. Firstly, you can access Outlook,
assuming it is installed. However, Outlook's new security mechanisms normally bar access to non
signed scripts in order to keep out viruses and worms. However, a similar result can be @chieve

using a .NET object. Here, an SMTP connection is set up to an SMTP server for the purpose of sending
an email. However, please bear in mind that you must then allow SMTP connections from your

clients, a function that | do not normally consider approf#iwith regard to keeping viruses, etc.

under control. However, for specific clients, or environments in which the SMTP port is open anyway,

it may be appropriate.

(To carry out this exercise, you need an SMTP server anthaih @ient to check the regulou can
set up both on your virtual test server. You will find a description in the annex of how to do this.)

To send an-ail, we require several .NET objects of the supertgpstem.Net.Mail The object
typesSystem.Net.Mail.MailMessagand System.NéeéMail.SmtpClientare required as a minimum.
The object typesystem.Net.Mail. Attachmentan also be helpful. These objects can be directly
created without the need for loading a further assembly. Ugiagmemberwill tell you more about
these objects.

RZ] EB8 Create a new object (saved in variafMail-testl) of the type
e System.Net.Mail.MailMessagand display the object properties using
I} get-member. Set the following properties of the objegMail-Testl

T { SYRSNY aGAyT2%x02y(i2a2 ot 20 f¢
1 {dzo02SO0GY GABNDSNYRE{GKSE ¥NYS 2F (KS 02 YL
f EYFAf o02ReY G!fIFNY GNRAIISNBR GPdddDE |y

added for clarification purposes (everything as a string).
T WSOALIASYUGY aFRYAYAAOINT G2NXO2y(i2a2df 20l f ¢
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While the email object should be creatl without any problems and you can change the values for
sender, subject and-mail text, this unfortunately does not work in the case of the recipient. This is
due to the fact that the Recipient property ) is only available as a read property and asta write
property. For this reason, the recipient must be specified when creating-thaikobject by, for
instance, specifying the sender address followed by the recipient address, in brackets:

$Email=Newh 6 280G {e84GSYobSidal Al 2mad aff 2aHatad =2 S 6
GF RYAYAAGNI G2NXO2y 282 df 201 £ £ 0

E9:Create a new objec§Malil, of the typeSystem.Net.Mail.MailMessage specifying
W Info@contoso.locals the sender anddministrator@contoso.locahs the recipient. Enter
I? the values from exerciseé8for the aubject and the email body. Now create an object,
$client, of the typeSMTPClienand also analyse the object usiggt-member. Set the value
of the email server losi) to the name of your server, and call the client method to send the
e-mail. Tip: The mod adopts theMailMessageobject$client.send($mailps a parameter
(in rounded brackets).

As this example is very complex for the first time around, here you're allowed to take a look
at the solution directly and type it up, so that you can understiidtter.

Check your script by using Outlook Express on your test server to look athihi. 8ometimes it

helps to attach log files or similar to thenaail, which can be done using tAétachmentobject. To

do this, create théAttachmentobject when witing your email, as well as thlessageand the
SMTPClienbbject. The syntax for this is a bit different to the other cases, as you must make a direct
reference to the file to be attached:

$Attachment=new2 6 2S00 { 240G SY ®b S ddparlaadt S & i ® DKYSY ( 6 ¢

The file is attached to the message using the following comm$Eohéilis the .NET object created
previously of the typdMailMessagé:

$Email Attachment.Add($Attachment)

You now have everything you need in order to send yourself the boblarior your server by
e-mail, for instance.

E10:Modify the script to send yourself your servelsot.ini file as an enail attachment.

[
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You can send-mails not only via .NET but also directly via Outlook if it is installed. Outlook 2007
now finaly offers a COM model for this purpose, which can also be addressed very simply by
PowerShell. Even though it is not a .NET example, it fits in with this chapter in terms of topic, and is

IKSNET2NE RSAONAOSR ONRSTE & ,Kob bbb dowrload adréeddalR 2 y Q

version from Microsoft. The following example shows how you can output a list ofthelesubject
lines in the inbox:

$Outlook = NewObject -com Outlook.Application
$Inbox = $Outlook.Session.GetDefaultFolder(6)
$Inbox.items | foreach { writehost $_.Subject }

E11 Download Outlook 2007 frofmitp://office.microsoft.com/de-ch/outlook/default.aspx
" and install it on your test system. Configure Outlookyfour email server, e.g. the POP3
I‘g server of the test environment. Send yourself a few test e-mails and create a few contacts,
tasks and meetings. Use Windows PowerShell to displaynagdlils in the inbox. Then try to
analyse the e-mails in the inboglibox.ltems)usingget-member. Note: the call may take a
while, as every enail is exported from the inbox before being analysed. Can you only display
unread emails? The solution is really simple:

$Inbox.items | where { $_.Unread }| foreach { writhost $_Subject }

Try to find out a bit more about the Outlook object. Use the method
$O0utlook.Session.GetDefaultFoldere) access the individual functions of Outlook. The individual
numerical values fox are as follows:

Inbox 6
Calendar 9
Sent items 5
Outbox 4
Deleted items 3
Contacts 10
Journal 11
Notes 12
Tasks 13

Usingget-memberwill provide you with ideas of what you can do in each area. For instance,
PowerShell scripts write themselves to the Outlook journal with a time and a descriptit/adking
purposes. Ithapter & ¢S Qf f 0SS O2 YPekdytd r¢ad eYhl-diiff 52 22| dz(g Af(i2KdzR ©
never heardoPeedy &2 dzQf f 06S02YS | 0ljdzZ AYGSR 6AGK KAY

can do!
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F Exercises with log files and event logs

There are various methods for evaluating log files and event logs. The first example also comes from
the first workshop booklet and lists all log files in the Windows directory, looks fdErtoestring in

them and outputs the log file with the correspaing line number of the first error entry:

dir $env:windii *.log | select-string -List error | format-table path,linenumbercautosize

Flaz RATeé (KS SEIFYLXS a2 GKIFG Fft tAySa 6AGK
I&ﬁ each case, are output. Tipse the help on cmdletelectstring to find out more about theg
list parameter.

Together with the previous file exercises and thmail example, you can now search anywhere in
your network for log files with errors, and then either save these centaalsend them to yourself
by email. In addition, using the cmdlget-content, you can choose only to import the lines of a log
file up to where an error occurs. The online helpgat-contentwill tell you how to do this.

There are in principle many wayo access the event log; you can access it directly through
PowerShell, or indirectly using COM, WMI and .NET. The cgatleventlogclist outputs a list of all
event logs in your system. Usiggt:S @Sy (i f 23 & 9 @&ide$ foR Hityf thevcSntenaf the
specified event log. However, as this output can be very long in the case of many event entries, you
should restrict the output directly by using the paramet@ewest xy which only outputs the most
recentxy entries.

G F2:Output a list of the Windws PowerShell event log. Tip: The name of the corresponding
event log can be found by listing all event logs. Only choose to display the last 10 entries.
E}l? Then, group all entries according to their event ID, and sort the list based on event frequency.
Tip:Use the cmdlet§&roupObjectand Sort-objectthat were presented in the first exercise
booklet.

.NET allows you to not only read the event log, but also write in it. To do this, you must first create an
e

object reference to the corresponding object: %)
Qo
=
$a = rew-objectctype system.diagnostics.eventlogargumentlist System g
Pl ®32dz2NODS ' 42AyR26a t26SNIKStt [l oaé 2
bl d6NAGSSYGNBOGGKAA A& Y& TFANBG SYGNB AY (K
2
(@)]

F3:Generate a list of all stopped services on your system and enter eacbesasva separate =
v event in the system event log. Select a suitable event text. To avoid making too many entties,
X
IE’ limit the list to the first five services.

You can also make entries in event logs on other computers using the above command. The g
syntax for this is, for instance:

eral

Administla%ve tas

$a = newobject type system.diagnostics.eventlogargumentlist System, servername
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G Exercises with Peedy

Microsoft Agentsare actually already considered to be obsolete. However, a small group of them has
survived and, thank® Windows PowerShell, can be looked at in close detailM®&Agent Peedy

must be downloaded fromittp://www.microsoft.com/msagent/downloads/user.aspx#characiamd
instaled on your test system in order to carry out these exercises. The installation is nothing
spectacula Peedy is available to you for programming, but you cannot see him yet. The following
examples concentrate on Peedy, but in principle also work foother agents. You can also install

@2A0S 2dziLlzi RSLISYRAYy3I 2y &2dz2NJ a2aidsSys AF Al K}

computer.

Peedy is a simple COM object that is used here to demonstrate the general handling of COM objects.
Alongside .NET aifMI, COM is another, separate dimension that encompasses a lot of variety and
power, and which has its own literature and examples. As in the case of .NET, we can only give you a
taster here of the possibilities offered by COM.

To contact Peedy, you mufiitst access his object, as in the case of .NET, and create an individual
reference to itMSAgentshave their own syntax, which is as follows:

$PC = NevDbject-com agent.control.2

$pc.connected = $true

[void]$pc.Characters.load("Peedy","Gvindows\ MSAgert\ chard Peedy.acs")
$Peedy = $pc.Characters.ltem("Peedy")

As you can see, aMSAgentis initially accessed indirectly via its o@ontrol The path to the actual
character is then assigned to tit®ntrol In the above example, the path to the charactefixed,

which is a bad habit, as the Windows directory may of course also be on D: or have a different name.
Contary to this, the subpattiMSAgentschars is always correct. In this case, you only need to check
whether Peedy exists. You can thankfullpascess environment variables from Windows

PowerShell. The Windows directory can be found ursienv:windir, for instance. Use the cmdlet
join-path to connect to the target path. This cmdlet is capable of creating a valid file path from

system variabledijle paths and more, which is exactly what we need here:

$path = @(Joirpath $env:TMP "my_temp_file.tmp")

7] G1: Improve on the previous example of creating a Peedy object reference by defining the
o Windows directory using the system variable windir, andiagldhe path for Peedy. Check
I‘? whether the Peedy file actually exists. Tip: Use the examples from the file exercises.
Following this, you can address Peedy directly using the variables. Analyse the Peedy object
using the cmdlet gemember to find out more bout its characteristics.

To get hold of Peedy, you may have to lure him out from his hiding place first:
[void]$peedy.Show()

[void] is specified here to surpretize output of the Peedy methodsThis is highly appropriate for
later scriptsHowever, it nakes it more difficult to debug your work at the start. You can therefore
choose whether you wish to use [void] or not.

J
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=9 G2:You can move Peedy across your screen by using the following commands and entering
H figures for x and y. The numerical values cqrorsl to the appropiate screen pixels.
However, please take into account that Peedy is also of a certain size:
[void]$peedy.Moveto(x,y) or, by way of examplgvoid]$peedy.Moveto(10,200)

If you wish to hide Peedy, the following may come in handy:
[void]$Peedy.Hide()

t S8Re Oty Ffaz2 G(Ft] G2 &2dzd ¢NB G2 3ISG KAY G2
aA ONER & 2 T épeak) methd® told&KtSs:

[void]$Peedy.Speak('Frank Koch is a great guy from Microsoft")
If the task should be perfdf SR ljdzA SGft &> € S0i t SSRe alUGKAYy1é¢ Ayad
[void]$Peedy.think("l shall not disturb my master")

One reason whiSAgentsecame obsolete is because they are so livdi$Agentdike Peedy just
love playing around on your screen. However, dsi@Agentcan also d other things as well. You
can see in the propertgnimationNameswhat each character is capable of.

G3DSYSNYGS F tAadG 2F Ftf (GKS tSSReé FyAYFGAZ2Y
I.‘_elp Play()method in order to view all animation sequences at®ntip: First create the list then
output it on the screen. Then, using a second command, pass this list on to a loop that plays
each animation sequence through once. Please remember here that the animation
sequences take a certain amount of time. For te&son, pause the script using the cmdlet
Start-Sleepcommand for five seconds each time. As some Peedy animation sequences are
infinite, stop each sequence once it is complete using the comr&eedy.StopAll().

G4:Create a system monitor that outpuédl stopped services as speech using Peedy. To keep
¥ this task short, choose five services. Select a suitable animation sequence to capture the—
. A - p , oz oA , Q
@éééUSY FRYAYAAUNI G2NRa FUUSYyuA2yo

Peedy can also introduce your next presentation. Look at the following sworif#ti§. To start off
with, Peedy is loaded and then moved to a certain position on the screen:

# Load peedy as usual; hardcoded Windir, not checking if Peedy exists
$PC = NevDbject-com agent.control.2
$pc.connected = $true

[void]$pc.Characters.load("Redy","CAwindows\ MSAgent chard Peedy.acs")
$Peedy = $pc.Characters.ltem("Peedy")

# Move Peedy to right screen position
[void]$peedy.Show()
[void]$peedy.moveto(100,300)

Administrative tasks using Windows PowerSh
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# Play some animation to get attention from audience
[void]$peedy.Play("GetAttention")
Start-sleepgseconds 5

[void]$Peedy.StopAll()

# show how polite Peedy can be
[void]$peedy.Play("Greet")
Start-sleep¢seconds 5
[void]$Peedy.StopAll()

# spread the word: the session will start soon
[void]$peedy.Speak("The Show starts in 5 minutes")
Start-sleepgseconds 5

# say goodbye to the audience and disappear
[void]$peedy.Play("Greet")
Start-sleepgseconds 5

[void]$Peedy.StopAll()

[void]$peedy.Hide()

If you wish to hear the voice output in languages other than English, you can install othergasgua
too. After doing this, all you need to do is tell Peedy what language you want to use by using the
Languagelnumber in the Peedy object property of the same name. Please note that many
languages are available in both a male and a female voice, megourgso have to set the

TTModelDd | f dzS® |, 2dz gAff FTAYR (KS aoMBNGenehsizande !l t dzS &

the examples for developers. For instance, if you want a German male or female voice, set the
following values:
$peedy.LanguagelD=30
$peedy. TTSModelD = "{3A1FB76802B11d1-B17B0020AFED142E}" #> Anna = Woman
$peedy. TTSModelD = "{3A1FB7892B11d1-B17B0020AFED142E}" #> Stefan = Man
Many thanks to Frank Glattky for investigating these properties of Peedy and telling me
about them.

Peedy is also great for defining your ofnctionsp [ SGQa GF{1S + t221 I
can adapt to suit your own needs. Functions in Windows Powershell are presented as command
blocks that can be called with a command, and can beusasily integrated into other command
chains. They are created directly using the commiamdtion nameof-function { the actual
commands are then placed between the curly brackets}

| SNBQa | aAAYLX S SEI YL SY

Function now{ getdate }




Eachtimeyouentemow> &2dz I NB y2¢ aK2¢6y (2RIFI&8Qa RI{GS®
more complex command chains and be called using parameters;

Function Sum { $Args | $sum = $sum + $_; return $sum}

In this example, several calculations are carried out in the fonctind the desired result is then
supplied as the return value. Unless otherwise defined, variables remain in their corresponding
environment.In the above example, the auxiliary variaB®imdoes not exist outside of the
function; you cannot access it the end eitherg as soon as the function is complet&um
vanishes into thin air.

G5:Now create your own function with the nan@ut-Peedy which as an argument adopts a
H text that is then output by Peedy. Tip: Assume that Peedy is not loaded beffarnhtion
r@ and is therefore not definedrou can therefore take the start of the procedure directly from
the other Peedy examples. Also use #tart-sleepcommand.

UsingOut-Peedy you have learnt how easy it is to define and use functions in WindowsrBaele
You can also expar@ut-Peedyfurther by allowing a new argumeniuiet. Whenever you calDut-
Peedy Textquiet, output does not ensue via the Peedy comm&mak but instead vid hink

2 G6:Add the additional argument to yo@ut-Peedyfunction. To make things easy, just check
& whether there are two arguments and, if so, if the second begins qgjtlEverything
I‘_?P beforehand is compiled and output as a string, and everything afterwards is ignored. If the
triggergli A& dzaSRX t SSRRYR K2 RG2S R xdd KA Y] ¢

To ensure that theut-peedyfunction is always available, you can add it to your PowerShell profile.
Your profile is automatically loaded when Windows PowerShell is started. There is therefore a
personal profile for each user, as wellaBC profile. For this reason, if you want to be able to use a
function when using automatically started scripts as well, it should be saved in the PC profile. The
profile file isMicrosoft.PowerShell_profile.psih the directoryOwn filed WindowsPowerShik (or

the equivalent depending on your system language and version of Windows). It is loaded when =
Windows PowerShell is started up. For this reason, try tocadgbeedyto the file if there is one, or
create a new file that includes the functiouit-peedy. Upon restarting Windows PowerShellit-
peedyshould be directly available.

o
(¢

(Please note that script authorizations must be set as required so that the script files can actual
executed!)
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The following profile files are available on the systems:

%Systemroot%System3&/indowsPowerShelivl.0 Profile.psl All users, all shells

%Systemroot%System3/indowsPowerShelivl.0 Microsoft.PowerShell_ All users
Profile.ps1 PowerShell only
(not Exchange, etc.)

%userprdile%0 Document$ WindowsPowerShell Profile.PS1 Current user
All shells
%userprofile%Documents WindowsPowerShell Microsoft.PowerShell_ Current user
Profile.ps1 PowerShell only

(not Exchange, etc.)

G7:1f you installed Outlook 2007 chapter E now useout-peedyto read all unread enails

I.i? 2dzi f2dzR® {2 t SSR& R2Sa3a yrmuiflsufedtiinek 2 N&aSX adl N

Even though this may be a somewhat hectic solution (as Peedy keeps disappearing), it is impressive

to see how Windows PowerShellcanimpfeyiéi | az2f dziAz2zy fA1S GKA& GAd
like to add another parameter tout-peedyto stop Peedy from disappearing@t-peedycan be a

GSNE @ fdzr6tS SEGSyarzy (G2 @2diNJ 2AyR264 t26SN]
computers and servers, anoth®tSAgent, Merlin is always included in Windows. You can call and

use Merlin just the same as Peedy:

$PC = NevDbject-com agent.control.2

$pc.connected = $true

[void]$pc.Characters.load("Merlin","Gwindows\ MSAgent chard merlin.acs")
$Merlin = $pc.Characters.ltem("Merlin")

And, before you askyes, Merlin and Peedy can both be active on the screen at the same time and
perform different tasks.
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H Exercises with the Active Directory

There are various options for working withe Active Directory. Using individual cmdlets, which

would be the most usefriendly method, is still not possible. However, we can assume that Microsoft

will sort out this drawback in future. Instead of its own cmdlets, Windows PowerShell lets you
administer the Active Directory via ADSI. ADSI is an interface protocol that allows access not just to

the Active Directory, but also to other directory services. ADSI is very well documented and has been
on the market for years, meaning it is not necessargrtwvide an introduction to it here. If by any
OKIy0OS @&2dz KISy Qi KSIFENR 2F !'5{LX @&2dz Oy LISNF
website. In the following example, you can see the effort required to create a new organizational unit
(OU) in the Actie Directory via ADSI for yourself:

P20252YFAY ' @! 5{LB84&[5!tYKKkROIygiNIRSNAZROT
p2o2h! I P20252YFAYy®/ NBFGSoa2NBFIYATFGA2Y €|
$objOU.SetInfo()

The first line establishes the connection to the directory service and sets the path wherevthe ne
object is to be created, in this case in the domain nwtraders.com.

Ly 4KS aSO02yR fAyST GKS 206258500 G2 0S ONBIFGSR &
when theSetinfocommand is given are these changes written to the Active Direcldmig is then

helpful if you wish to set further properties after creating the object, as is shown below in the

example of creating a user:

p2o2h! I' w!5{LBA4a[5!tYkk2dzZ | wIROIYygiNI RSNAZIR
p262! A&SNJ T p2o2h! &/ NBlI{iS6adzaSNBI aOyrlFNI y] 2
P2o2! ASNDPOMAdzraAbBYSAEX aFNFy|120KAauv

$objuser.Setinfo()

(@]

Note that you have to specify all mandatory object properties when creating the user object. Can you
analyse the member object usigetMember, for instance?

Shel

LT e2dzOQNB y2i &dNB émmﬁmﬁ@®¢¢nmw®wﬁmﬁmmﬁbﬂ%Nﬁ
simple way. By simply entering! 5 { ih tBedWindows PowerShell prompt, the correct LDAP path-

will be output. You can also save this return value in a variable for latezesenemberagain lists
all the poperties that you can use. You will find the LDAP path, for instance, under the property.
distinguishedName

PRO I' w!5{L8ad
$dc.distinguishedName
The result is, for instancdc=nwtraders,dc=com

nistrative tasks using Windows

H1:First, create a new OU for human resources (HR) inwidual environment
4 (Contoso.locg)l, and a new group within this OU. The procedure is the same as for creatin'g a
[? dza SNJ 202500 ¢KAA (GAYSSI K2¢gSOSNE &2dz Yd& UG &

object type. Finally, generate two user accouqtme for yourself, and one with the name
Frankoch Please note that a group also haSAaM Accountnamle

2 N
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important to activate the account, as a newcaant is always created as a deactivated account by

default. The password can be set most easily using the methpdd SNIP{ St I 8a 62Nl oab $

of the user objec8USERAccounts can only be activated indirectly in Windows PowerShell. To do
this, you nust use this somewhat cryptic command sequence:
$User.psbase.InvokeSet("AccountDisabled",$false)

H2: Activate both the user objects createdttiin your virtual environment, and set an initial
& password. Usget-memberto check the user objects for otheroperties, and then try to set
|‘§ these as you wish.

Of course, objects from the Active Directory can also be deleted via the ASDI interface. Instead of the
Create aDeleteis used for this purpose. The following example deletes the user you have just
created from the Active Directory:

(@]

p2o2h! TI' &!5{LBAa[5!tYkk2dzZ'l wIROIygiNIRSNEZIR
p262h! #5585t SGS0adzaSNESZ aOyTlFTNIyl120Kao

No Setinfq) is required foDelete

Performing a search in the Active Directory

If you wish to alter certain objects in the Active Diogy, you first have to find them. The object
classDirectorySearchegyes, it really does exist!) is available for this purpose, which makes life a bit
SFaASN® |1 SNBQa 'y SEIYLX SY

PI552YFAY I ! 5{LB4&[5!tYKkkROIoO2yiz2a2zROrt 2 Q|

$ADSearch = NeWbject SystenDirectoryServices.DirectorySearcher

$ADSearch.SearchRoot = $ADDomain

# Definition of the filter: only @mputer, search for names

P! 5{SI NOK®PCAtGSNIT a062062S80i/ I GS32NRTIO2YLlzi$
P! 5{SINOK®t N2PLISNIAS&¢2[ 2 RP! RRoOayl YS£0

$results= $ADSearch.FindAll()

# Forthe result we use a trick to only display the names:
Foreach ($esin $resulty
{

$ADComp = $reBroperties

$ADcomp.Name

The result is now located in the arr@gesultsand can be further used from there. The Filter property
is a typical ADSI search eagsion that is based on ADSI nomenclature. This nomenclature is very

dzy dzadzZ t I yR RAFFSNBYG (2 G(KIG dASR Ay 2AYyR26& |

J
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here. | will only say that, if you want all properties to be loaded, and not onlydheenreplace the
line

P! 5{ SI NOK®t NB LIS NI A &ith $ADBehichRPdpeRiesdaioad. AddRaNnge()

However, if you would like to load only certain properties, you must add each of these properties
usingPropertiesToLoad.Add@éme_of_property.

As a sarch category, you can also use users for instance, instead of computers.

H4:Search for all users in the Active Directory on your test system. Get the system to output
+ the following propertiesname, description Please note that the ADSI query is ease
I? sensitive, smameanddescriptionmustbe written in lowercase letters.

Working with partner add -ons: Quest

Working with the free Quest tools is considerably easier than working with ADSI. Quest is a close
partner of Microsoft in many areas, and offgnsactical adeons to Microsoft solutions. Quest offers

a very interesting, free addn for Windows PowerShell, which contains cmdlets for managing the
Active Directory. Quest showed foresight in naming all their cmdlets

X-v | 5 (stead ofcAD, i.e.get-QADUserinstead ofget-ADUse), thus enabling Microsoft to close
the existing loophole in a later version of Windows PowerShell. You can download the Quest tools at
http://www.quest.com. Here, you will also find a detailel@scription of the tools for download. The
Quest cmdlets are available a®&Snaplnwhich happens when the specific Quest shell is loaded
from the Start menu entry. If you want to add tR&SSnapito the normal Windows PowerShell, all
you need to do isall the following command in Windows PowerShell:

Add-PSSnapin Quest.ActiveRoles.ADManagement

The PowerShells for Exchange 2007, Operations Manager and giradacts are individualized in
the same way; theiindividual Cmdlets cabe added to the normaWindows PowerShetis shown

owerShell

H5:Install the Quest addns for Windows PowerShell fromitp://www.quest.com. Launch

I“§ the new Quest shell from the Start menu and display all new cmdlets. Tip: Quest commands
always contaira QAin the cmdlet name. Then, load the Qu&SSnapiin the normal

Windows PowerShell and attempt to display all new cmdlets. How can you automaticaIIyE

load the QuesPSSnapira Tip: Think back to the profile files in the previous exercises.

Oows

ng W

Quest toolscan also be used to choose the precise domain controller you wish to connect to. Yoé will
find details on this in the extensive Quest handbook. We only take a closer look at a few functiofg;s
here, such as creating a user, changing group affiliations argig user attributes. A new user is ©
created using the new Quest cmdiew-QADUserDisplay the help for the cmdlet for creating a
new user in order to take a closer look at the many possibilities available. In any case, the follo
syntax is enough toreate a user:

|§5trative

g

Adm
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new-QADUser-name ‘userl’

-organizationalUnit 'OU=companyOU,DC=company,DC=com’
-SamAccountName 'userl'

-password '‘P@ssword'

You will already notice at first glance that the syntax appears simpler (more similar to PowerShell)
than the ADSI/LDAP syntax from the previous exercises.

To modify an existing user, you must choose the relevant user object and specify the new attributes.
TheSetQADusesserves this purpose. Here is an example:

setQADUser 'CN=John Smith,0U=CompanyOU,DC=conipangom’
-description 'Sales person'

The user object can also be selected directly viBaain/Useiproperty:
setQADUseridentity ‘companyjsmith’
-city 'New York'
-description "
-password 'P@ssword'

You will find a list of the attributediaat you can change in the descriptions on Quklgte is a
selection for you:

company -Company
description -Description
department -Department
displayName -DisplayName
facsimileTelephoneNumber -FAX

givenName -FirstName

sn -LastName
mobile -MobilePhone
info -Notes
physicalDeliveryOfficeName -Office

password -Password
telephoneNumber -Phone
samAccountName -SamAccountName
st -StateOrProvince
wWWHomePage -WebPage

2 H6:Create a new user using the new QuemdletNew-QADUser The user should be
e created in the HR organizational unit with the naRrankoch3 You can choose the
La? password yourself. Create a new group and add the user Frankoch3 as a member of the
group. Tip: Look at the syntax for the cmdIBtav-QADGroumnd Add-QADGroupMember
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Finally, we will quickly look at how the process of creating multiple users can be easily automated
using Windows PowerShell. Ideally, a CSV file containing the relevant user data would be available,
for instance. The cdiet Import-CS\an be used to import a CSV file. The ADSI or Quest functions
described are then used to create the user objects.

2 H7:1n the sample files in the H folder, you will also find a CSV file that you can use for a bulk
Y import of several users ia the Active Directory. Load the file usimgport-csv H7Users.csv
I‘E and work through it line by line in order to create all accounts in a new OU in the Active
Directory.

As you see, working in the Active Directory is not as complex as it first lookgdABHI. In
LI NI A Odzf F NE GKS vdzSad G22fta YIE1S ONBFGAY I dzd SN
there are also options using .NET classes and an interesting approach via a Windows PowerShell
Provider from thePowerShell Community Extensigneghich is introduced ichapter K This provider
incorporates the Active Directory as an additional PowerShell drive (in the same way as the registry is
Ffa2 AYyO2NLRNXYGISR &4 | aRNAGS:¢0 (2 SylrofS e2dz
the file system: witted ..through the OUs, oDEL *to delete users. And as if those new possibilities
G6SNBYQli SEOAGAY3 Sy2dzaKs chapwH KSNJ SEI YLIX S& | NB
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| Reports using Office Web Components and PowerGadgets

To generate reports cgctly from Windows PowerShell, the muaked option of generating a HTML
output via the cmdletonvertto-HTMLexists. However, this cmdlet cannot be used to create more
graphically appealing reports. The Office Web Components offer an additional wayply produce
elegant reports. The Office Web Components can be downloaded free from Microsoft. However,
there are certain licencing conditions for using them that you should take a closer look at. To cut a
long story short; if you want to use the outputarstatic way, this is possible. However, if it needs to
be possible for readers to make active changes to the reports, each user must have a valid Office
licence.

To create the reports, the Office Web Components must first be installed on the systenmrshce
To find out more about the Office Web Components and download them, visit
http://www.microsoft.com/downloads/details.aspx?famgid=728725202E4F7297A5
EOFD290D4B76&displaylang=en

The Office web components ausedlike COM objectsBecause they roughly have teamefeature
setlike Excel the Office welztomponentsare as complex as Excé@lherefore we it ourselves here

and only uséasicbar charts If you want to dig deeper, you should use the extensive documentation
of the Office welzomponentsin the internet at the Microsoft MSDN web pages.

The following script shows the possibilities of Office web compon@htsfirst linesnitializethe
COM objects and create an empty bar chart diagramaddand storethe valuesve want to print
out, we use two arraysalledvaluesandcategories

# Author Stephen Hulse shulse@hotmail.com
$categories = @()

$values = @()

$chart = newobject-com OWC11.ChartSpace.11
$chart.Clear()

$c = $chart.charts.Add(0)

$c.Type =4

$series = ([array$chart.charts)[0].SeriesCollection.Add(0)

GetProcess | SorDbject cpu | SelecDbject processname,cpiast 10 | foreachobject {
$values +=$_.cpu * 1
$categories += $_.processname }

$series.Caption = "chart"
$series.SetData(l1, $categories)
$series.SetData(2;1, $values)

$filename = (resolvgpath .).Path + \chart2.jpg"
$chart.ExportPicture($filename, "jpg", 800, 500)
invoke-item $filename



http://www.microsoft.com/downloads/details.aspx?familyid=7287252C-402E-4F72-97A5-E0FD290D4B76&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=7287252C-402E-4F72-97A5-E0FD290D4B76&displaylang=en

Hard coding the&Cmdletswe want to output is not very flexibléVe need to change the code &l

bit to allow the creating of the values outside the code block for the diagfdma.next example
shows such a generic diagram scriptuses the Office webomponentsin exactly the same way, but
allows the values to be handed over as paramet@ng code below is commentdd the solution
chapterin the appendixof this booHet.

param($xaxis, $yaxis)

begin {

$categories = @()

$values = @()

$chart = newobject-com OWC11.ChartSpace.11
$chart.Clear()

$c = $chart.charts.Add(0)

$c.Type =4

$c.HasTitle = $true

$c.Title.Caption = "Chart generated on $(ge#te)"
$series {[array] $chart.charts)[0].SeriesCollection.Add(0)
}

Process {
$categories += $_.$xaxis
$values +=$_.$yaxis *1

}

End {

$series.Caption = “chart"

$series.SetData(11, $categories)
$series.SetData(21, $values)

$filename = (resolvgpath .).Pah + ‘\chart.jpg"
$chart.ExportPicture($filename, "jpg", 800, 500)
invoke-item $filename

}

This generic script can now be called within any Windows PowerShell code sedheemsage looks
like this and calls thecriptswith the 2 paraneters (in the right order!}o generate the bar chart:

get-process |\out-chart.psl processname handles

I1: Use the sample scrigiut-chart.pslto create a graph of the 10 processes that take up t
H most CPU time, in descending order. To do this, download the OfficeCat@ponents from
I} http://www.microsoft.com/downloads/details.aspx?familyid=728725202E4F7297A5

EOFD290D4B76&displaylang-amd ingall them on your test system. You will find a brief
description of the source code fout-chart.pslin the annex. Tip: If you want to work more
using the Office Web Components, please also make sure you read the detailed descriptions
and examplesonMigra 2 T Qa a{5b 6So0arAiGSo

Administrativg tasks using Windows PowerShell
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As an alternative to Office Web Components, you can also use the commercial solution
PowerGadgets, which is a great deal more powerful and flexible thaoutiehart.pslscript. You

can download a free trial version of PowerGadgetsten://www.powergadgets.com/ After

installation, you will find a new folder for the PowerGadgets in the Start menu with a link to

Windows PowerShell, which loads the relevR@Snapirfior the PowerGadgets. Eadtent

documentation for the PowerGadgets, including training videos, is available on the homepage, so we

g2y Qi 32 AyhG2 GKS Ylyeée LIRaarAoAfAdASa IKS&BP Lyaf

only difference being that we will use the cmdtett-chart instead ofout-chart.psl

12: Download the free trial version of PowerGadgets and install the tool in your virtual test
v environment. You will find the download link on the homepage
IEP http://www.powergadgeis.com/. Start Windows PowerShell from the PowerGadget folder
and observe whicPSSnapiis loaded. Also try loading thiESSnapiin a normal Windows
PowerShell.

To view the cmdlets for a specific Windows Power3P@napinyou can use the commariget
commandc¢pssnapin KompletteiPSSnapisName.

I3: Display all new cmdlets for the PowerGadget tool. You will see that the PowerGadgets are
v capable of all possible types of graphical output, such as bar charts and vector diagrams (for
I? percentages, etc.) aneiven maps! Use the solution frothto create a graph of the 10

processes that take up the most CPU time, in descending order. However, create the graph
using the PowerGadget cmdl@ut-Chartinstead ofout-chart.psl So thatout-chart knows
which data igo be output, select the two values you are interested@forehand in this
caseProcessnamand CPU

The enormous capabilities of PowerGadgets should not be underestimated, as the graphical output
can be a tremendous assistance in everyday work. Tlewiolg examples clearly demonstrate this.

First, copy all test files from the previous exercises back into one single directory. Would you be able
to say without hesitation how many files there are of each type? PowerGadgets even lets you see
how many thee are and lets you quickly find the largest files in the folder.

22 I14: Create a bar chart that shows all file extensions and the number of files with each
v extension. Analyse the diagram a little using your mouse. Tip: The solution is very quick, and
I} the cmdet Group-Objectwill help.
Now draw up a list of the ten largest files and output this as a chart as well.

Even if it looks so to start off with, the PowerGadgets must not necessarily represent the end of the
pipeline. For instance, values can be padsettie PowerGadgets intially in order to be selected from
there by users by doublelicking. This object is returned to the pipeline, where it can be processed
further. We will take a closer look at this in the next exercise.



http://www.powergadgets.com/
http://www.powergadgets.com/

4 N

I5: Take your solution fronB and, as the simplest example, take the return to the pipeline
% and add on the output from the object at the end as a new command. Tip: Simply
I? add Foreach { $ }o directly output the object that you clicked on previously in the chart.

You can now form aombined solution fron5 andl4 that initially lists all file types for you. The list

of the largest files is then shown for the file type you select, and files you select can be deleted with
just one mouseclick. Windows administrators tend to reallydithis combination of shell and

mouse, whereas just thinking about it may give Unix, Linux and Host fans the shivers.

PowerGadgets are much more powerful than | am able to show here. For this reason, please do take
a look at the examples that come directiyth the PowerGadgets. You will find these in the Samples
folder (normally undefoProgramFiles¥®owerGadgetsSample$. These examples also show the
options for creating maps, bar charts, vector diagrams and digital displays. Here are a few sample
outputs:
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J Performing evaluations with WMI
The first workshop booklet provided a short introduction to the world of WMI, so we won't go into it
here. Instead, a few exercises are suggested to help you become betjeainted with the almost

AYVFAYAGS LI2aaroAtAdASa 2F 2aLd LFI Ay @2dzNJ 62 N

clear of WMI, please tellmehogl. QR t A1 S (2 (y26 K2g &2dz2Q@S Yl
to. After all, WMI really des make the everyday work of a Windows administrator much easier.

To give you a first impression of how powerful WMI is, list all WMI classes using the simple
PowerShell comman@etWMIODbjectglist. You should assume the task list will be extremely long,
but give it a try anyway.
Jf Aad Fff 2alL OfllaasSa 2F GKS (G28LJS 2Ayon
i that only lists the names of the classes. How many classes of this type are there?
In the results list from exercise J1, you will alad the class for network adapter
configuration. All network adapter objects can be found in this class. Using the paraghédter

Eigenschaft=Wertyou can now choose certain objects. For instance, to get all network adapters that
have an IP address, y@an use the following syntax:

GetWmiObject-Class "Win32_NetworkAdapterConfigurationFilter IPEnabled=True

J2:Now list all network adapters that have been assigned an IP address. Output the results as

X a table containing the index, the IP address #reladapter description. Now also take a look

I? at the WMI class for the network adapters themselves (not their configuration)geltse
memberto output the properties and methods of the adapters. Can you find a method for
activating or deactivating adapte? If you do not find the WMI class straight away, try
executing this WMI query on your host computer as well (i.e. not in the virtual test
environment).

As WMI not only works in Windows PowerShell, and as the WMI syntax is in principle no different to
thad 2F .3 L ¢Aff y20 ftAaG GKS Ofl aaA0 2al =SE
was also described in the first booklet. In this example, Windows PowerShell is used to compar%the
battery installed in Dell notebook computers againseeall list published on the Internet of o

batteries at risk of explosion. At the time of writing, Dell unfortunately used the wrong certificate for
the website, so you have to initially open the website manually in the browser and confirm that y8u

wish to open it despite the wrong (ansecure) certificate. If you do not perform this step, the.NET S

n

objectwebclientwill not perform it later in the script. =
()]

c

The example also shows the possibilities offere®Rbgular Expressionsne of the most powerful 2
waysof @ YLI NAy 3 SELINBaarzya 2F ff |AYyR&a 6A0GK 2k
example[A-Z0-9][A-Z0-9][0-9][0-9][0-9]: g
=

1 Each set of square brackets stands for a character. [

R%

1 The items in the square brackets indicate the value that this charactenaas for instance, E
A-Z can be any letter,-9 any number, and-&09 a letter or a number. <

\
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Dell marks its batteries with 5 characters (5 sets of square brackets). The first and second characters
may be letters or numbers. In contrast, the last three auégrs must be numbers. The result is the
following regular expression:

[A-Z09][A-Z09][0-9][0-9][0-9]
So, the script for comparing the batteries is as follows:
1 First, a Web client object is created and the Dell website is launched.
1 The regular expressidor Dell batteries is created (the brackets we just looked at now).

1 A search is performed on the website for the expression, and you are then informed how
many different batteries are listed (upon writing this booklet there were 38).

1 Then, the names of thbatteries available are output and compared with the list of names. If
any matches are found, an alert is triggered.

RZ] J3:Execute the following lines of code:

Iw? $WC = NewDbject net.webclient
pDf26FEY. I G{SAGS T PogOOPR2gyf 2N WNIORI &G G L

Pw ' &NB I S-FORFAZYHBOIFOHH 8 0 ¢
$Matches = $R.Matches($Global:BatSeite)
Write-]l 280 6a! Yyl I Kft ¢CBEBYVXIPOSNI GPOKEEA P/ 2dzy 0 a

$Global:BatterieListe = $Matches | ForEach { $_.Groups[1].Captures[0].value }
GetWMIObjectcClass Win32_Battery | ForEach { $BatName = $_.name; break }

If ((selectstring ¢pattern $BatName-InputObject $BatterieListeQuiet) -eq $True) {
BatterieListe | Where {$BatNamematch $_} | Foreach {
Write2 F Ny Ay 3 a. SO ABgISYNB AV add PYVYdzy ISYY FbPUYF dy

Similar exercises can also be used for other notebook manufacturers. The only reason | have used
Dell here is because | am personally a big fan of Dell, and | still enjoy using my private Dell notebook
¢L R 2y Qaditoget tfigiwrong idea from this example!

wS3dzA I NJ SELINBaaAz2ya | NB SEGNBYSte Ll2geSNFdzZ 0 dzi
simple example here. However, you will find detailed descriptions of everything alongside many
more exanples of usage on both the MSDN website and in literature on the subject.

a
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K Partner add -ons: community tools

As Microsoft published Windows PowerShell, many people were impressed straight away, as not only
had a powerful shell been launchedhis shell &0 had interfaces to expand it! So, alongside
professional and commercial adohs such as PowerGadgets, developer communities also quickly
developed adebns. One of the most powerful aewhs that are provided free of charge comes from

one of these commuties. You will find th& SCXPowerShell Community Extensigrdirectly under
http://www.codeplex.com/PowerShellGwhere you can read more about the development. Here,

you can also make your own contriimns and adebns available to the community. In the PSCX, you

will find tools and adens for everyday IT tasks, alongside the clever aliases for detecting typical
typing errors. Only a few new cmdlets will be presented in this chapter for reasons ef §mathis
NEFaz2zys LI SIFaS R2y Qi F2NEHSGO (G2 NBIR GKS RSO AT
the PSCX in order to find out more.

K1:Download thePowerShell Community Extensio(BSCX) from the website

v http://www.codeplex.com/PowerShellCgtop righthand corner) and install them on your

I‘_QP test system. Create the test profile as suggested. Following installation, you will find one of
the first addons directly in Windows Explorer.time context menu for any folder you will
Y26 FTAYR (KS yS¢g SyiaNER ahlLlSy t2gSNIKStft KSN
calls the selected folder directly as a startup directory. Open a Windows PowerShell in this
way, and view the loadeBSSnapirjget-pssnapir). You should now see tHRESCX PSSnapin
Now display all cmdlets of tHeSCX PSSnag@nd list the new help text.

As an example, you will now be introduced to some PSCX cmdlets that could have been put to good
use in the previous exercisebybu wish, repeat the named exercises, incorporating the new PSCX
add-ons.

RZ] K2:Inchapter Cyou carried out several exercises involving files. In these exercises, links
X were created in the file directory at the end using the progretvIKLink Instead & the EXE
Ik? file, the PSCX aduhs include the cmdlelew-Shortcut which is called in a similar way:

new-d K2 NI Odzii a! yft SISLIFIFR 1 dzy ySdzSy { K2/NIi Od

So, in the solution to exercisgbreplacexxMKkLink.exewith New-Shortcut.

Inthe PSCX8,2 dz g At f | f & 2-on¥F sugh Rdir§ahddifr, whidh Sdxtk direcRR by size
or time. See the help texts for more details.

g Windows Povveghell

(¢

K3:In chapter Gyou met Peedy, a COM object that can also be used for voice output. At
X end, you created theut-peedyfunction for implementing voice output from your
I‘_{P PowerShell scripts. At the end @f, your unread amails were read out loud. In the PSCX
add-ons you will find the cmdledut-speech which, although not as charming as Peedy,
R2Say Qi OF dms&ndiflapping debukon & screen! Try replacinggpeedywith
out-speechin G7, and decide which you prefer.

Administrative tasks ush
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2] K4:If you want to access another computer, you should first check whether it is available on

i the network. The cmdlePingHostcan help hee. In contrast to the old Ping command, here

IF you receive the return value as an object, enabling you to access the individual values more
easily. So, ping your own computer and analyse the result ggtmember. Following this,
output the values for thénost name and the number of lost packets (leaving the usual
statistics out, of course). If these account to 0, the computer is probably accessible on the
network. You can use this knowledge in future scripts to initially check the availability of
remote sywtems. IncidentallyRing-Hostcan also handle name lists and processes the list
automatically name by name.

K5:In exercises E9 and E10, you saw how you can sendrail gia .NET. Calling the .NET
objects, which is somewhat awkward, can be simplifisithgt PSCX cmdigendSmtpMail.
Here as well, you must of course specify the usual parameters such as the SMTP server,
sender and recipient. However, many of these values can be directly transferred to the

Ilu_gb" K

2 AYyR264a t26SNJ KSt t LINRHEVeto®Her tiefhlagaih ¢adh tiheK | (i & 2
The help on PSCX will explain this profile file to you and the values that can be saved in it.

You can usget-help SendSmtpMailcdetailed as a simple example for using the cmdlet:
SendSmtpMail -SmtpHost contosdDC1Contoso.locak to Administrator@contoso.local

-from info@contoso.local-d dzo 2 SOl G2 R/ AyEAKA A A& | ISYSNAO

Try sending the -eail from exercis&9using the cmdleGendSmtpMail.

The option of automatically creating ZIP fileparticularly interesting for-enail attachments. The
cmdletwrite-zipin the PSCX aduhs serves this purpose. The call is surprisingly simple:

dir * | write -zip -outputpath test.zip

This cmdlet compresses all files into one single ZIP file, Test.agr. €l types are possible, as well
as other degrees of compression and the transferal of directory structures to the ZIP file. You can find
more information on this in the help for the cmdietite-zip.

The Active Directory as a PSDrive, thanks to PSCX

Although the PSCX cmdlets are already a powerful@dtbr Windows PowerShell, installing the

PSCX offers even more. Access to the Active Directory via a PowerShell drive is enabled via an
individual providercd MyDomainNametets you switch directly tohie Active Directory, in a similar

way tocd HKLMfor the registry. You can then switch between the OUs via CD. Users, groups and

other objects are simply listed using dir, ahel * can be used to simply delete objects and

subordinate objects. Evenifthi R2Say Qi 3IAGS &2dz Y2NB NAIKGA OGKI
you work quite easily in the Active Directory. Try it for yourself!

Of course, the provider can also be used to create individual Windows PowerShell Drives for other
Active Directoriesind ADAM directories or the local user database.

dz



In addition to the provider, PSCXs also offer several new cmdlets for the Active DirectoryGéltsing
DomainControlley you can obtain a list of all domain controllers, as objects again of course. This
means that the DN property also directly gives you the LDAP path for the server object, e.g.
CN=CONTOSDC1,0U=Domain Controllers,DC=Contoso,DC=local

DHCP servers authorized in the Active Directory can also be simply listed using theGatdlet
DHCPserveFinally,get-ADObjectoutputs a list of the objects in your Active Directory. If no further
parameters are added, all objects are listed; in contr@&t-ADObject-class usesimply lists users
alone. This means you can perform the search exercises inud2 more easily.

K6:In your virtual test environment, switch over to the Active Directory by simply entedng
& contoso:in Windows PowerShell witARSCX PSSnapknteringdir gives you the available
IF OUs. Now, output a list of all users from the Og#s. Also output all user objects in the
Active Directory using the cmdlget-ADObjectcclass user

Ascontoso:is a normaPSDriveyou can create new objects using the cmdlletv-Item. To create a
new OU called HR, all you have to do is eNew-ltem HR -type OrganizationalUniin Windows
PowerShelluseror group also works as al'ype After creating a new object, you can also gs¢
itemproperty Objektnamei 2 f A &40 G KS 2 0 @6GiténippertyldRPSIIGI A Sa =
itemproperty, you can alo set object properties. For instance, if a user with the n&naeakoch

exists, you can change the first name to the vdtuankby entering the following command:

setltemProperty \frankoch -name FirstNamevalue "Frank"

7] K7:Create a new OU with theame PSCX in the Active Directory. In the OU, create two users
% called PSCX1 and PSCX2, as well as a group called PSCX-Group. Change the user first names t

\A
LQIP PSCX and list the content of the OU. If you have completed the exerciseshiapber H
now delete d OUs, users and groups under the HR OU createkapter H

PSCX does not have its own cmdlets for directly editing users or other objects in the Active Directory.

However, you can do all you need using the item properties. To activate a new accoyhy, sét its
Disabledproperty to the valuebFalse:

Setltemproperty User Disabled $False

If you remember the early days of the Active Directory and compare thed¢onsuming VB and
I'5{L AONALIIA (G2 2AyR2g6a t 2gSNowehel mghtfallg kzthef
word power in its name.
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L Partner add -ons: assigning GPOs using SDM Software

You have already been introduced to several interesting-@ul for Windows PowerShell for the
 OUADBS 5ANBOG2NE ® EISNapiknaldes Yoy 10 Sraiply dedafe Al chardeSusdisQ &
and groups in the Active Directory, while PSCXaullet you simply navigate, list, create or delete

users and groups. Thanks to SDM Software, you can now also simply assign group policies and even
modify them using a commercial adth. Atwww.sdmsoftware.comyou will find both free cmdlets

that can be used to assign and list existing group policies, as well as the Scripting Toolkit for Windows
PowerShell, which iavailable subject to a fee. After downloading the free PowerSheloaddand
installing them, you can launch the relevant PowerShell with the 88BBhapiwia a link in the Start

menu, and use the new cmdlets.

L1:Download the free SDM Software adds br Windows PowerShell at
o www.sdmsoftware.conand install them on your test system. Then launch Windows
I‘ﬁ PowerShell via the SDM link in the Start menu, and output a list of thdP&Snapis.
Display all cmdlets ohePSSnapi® ¢ ALY ¢ 1S | 221 ol 01 Fid OK
forgotten how to display information on theSSnapinHow many new cmdlets can you find?

To display all group policies in the domain, simply call the following command:

GetSDMgpo * However if you would like information on just one group policy, replace the asterisk
with the name of the group concerned. SDM has also released a cmdlet that lists which GPO is linked
to a specific OU. Thisisdoneusieg{ 5a LI Ayl ah! yI YSa

L2:Display allGPOs in your domain. Following this, display the details oD#fault Domain
v Policyp 2 KAOK Dth A& fAY1SR (G2 GKS a52YIAYy [ 2y{
I? the LDAP syntax, and is thus as follows:

ah! I'52YFAY /2Yy0iNRfftSNRIROIO2yi2a2xROrI't 201 f 4

You can use the cmdlétew-SDMgpo NeuerNamto create a new GPO. UsiRgmoveSDMgpo
NeuerNameremoves this GPO again. However, a GPO must still always be linked to a group or OU.
This can be done, for instance, using:

Add-SDMLink ¢chame GPOnamescopeOU -location -1

TheNameis the name of the required group policies, tBeopeis the OU to which the group policy
should apply, and théocationis the order of the GPO (it may be the case that you have several
group policies for this OU, so you hatwespecify which is to be applied first and which last). The
value-1 is the lowest position in the list, no matter how long the list is.

L3:Create a new, empty test GPO and assign this to the HR OU created in chapter K.
" Alternatively, first create the R OU either manually or using Windows PowerShell,
depending on your knowledge.

In the same way a&dd-SDMgplinklets you assign a GPO to an @nove SDMgpLinKets you
remove the link again without specifying thpcation parameter.

In the SDM cmdletsjou will find other helpful functions such as fuctions to export, backup and
restore GPOs. However, what is missing here is the option of modifying the settings of GPOs. This is

saved for theScripting Toolkit which is available for a fee. A trial verstan also be found on the



http://www.sdmsoftware.com/
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SDM webseite. Following the simple installation prodecure, you receive a flRS®napimcalled
GetgpObjectPSsnapinith one single cmdletGetSDMgpobject

This cmdlet allows you to specifically call a group policy, and asgigm ivariable. Using this GPO
reference, you can then set and modify individual settings, and adapt them to suit your

NEBIjdZANBYSyidaod ! tiK2dAK (KS adydlE AayQid 0O2YLX 3

following example to gain a bettemderstanding of the basics:

$gpo = GetSDMgpobjectgponame "gpo://contoso.local/Default Domain Policy"
-openbyname $true

$stng = $gpo.GetObject("User Configuration/Administrative Templates/Desktop/Active

Desktop/Active Desktop Wallpaer");

$stng.Put("State", [GPOSDK.AdmTempSettingState]"Enabled");

$stng.Put("Wallpaper Name:", "%WINDIRWeb\ Wallpapei Ascent.jpg");

$stng.Put("Wallpaper Style:", "0");

$stng.Save();

The firstcall®d2 LISy 6 & y | Y éablesiyNtizSatidress the GPOtbyname instead of its GUID.

In the second line, the desired setting is then selected. Alonddsds Configuration there is also
Computer Configuratiorand the subfolders in each case, which you will be familiar with from the
graphic console for groupoticies.

¢tKS GKANR fAYS FTOUAQGFGSa (GKS 3INRdzLI L2t AOe gl t dz

Finally, the actual value of the group policy is set (in this example, the desktop background image).
The group policy is then saved.

L4:Download the trial version othe Scripting Toolkit from the SDM website and install the
i  tool. Then launch the appropriate Windows PowerShell and display 8&napiras well as
IE’ the new cmdlets of thi?SSnapinThen, copy the command lines for setting a group policy
into Windows Power&Il and execute these lines. Following this, update the group policies
using the commangpupdate /force.To see the new background, you must log out and lgg
back in again. 0

s PowerS

As you have learned in the past two chapters, Windows PowerShell and partrenadet you open
a whole new chapter of Active Directory administration. Instead of graphic tools, you can now use
effective scripts and therefore ensure a high level of automation. And, alongside lower costs, hi
automation also leads to more time fé&ri KSNJ G a1a® b2g R2SayQi

er
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M Partner add -ons: FullArmor Workflow Studio

Workflow Studio, provided by the company FullArmen(v.fullarmor.con), offers you an

independent tool that is not only @indows PowerShell adoh, but also provides companies with a
very interesting way of implementing business workflows and process automation. Using a graphic
workflow designer, you can quickly and easily implement various requirements in the é8eavef

& Client Provisioningright through to Active Directory & GPO tasks. On the website, you will find
not only a 3@day free trial version of the Workflow Studio, but also coaching videos and more
detailed product descriptions.

=4 M1: Download the free trialersion of the Workflow Studio from FullArmor at
- http://www.fullarmor.com, and install the tool on your virtual server. The installation
IF process is very simple, and pretty much sedplanatory. Then, start the Wotkfv Studio
using the newly created link in the Start menu. Create a new workflow with the fasid
in the Start wizard.

Once you have opened the Workflow Studio, you can view theopgpared task blocks in the task

bar on the lefthand side. Alongsidecfive Directory tasks such as creating users or groups, there are
components for working in the file system and sendingails, and also generic PowerShell
O2YYlFyR& GKIG SyrofS Fye t2¢SNIKStt aONRLIGA G2
procedue using one, very simple example.

M2: Using the mouse, add the tag¥indows PowerShell / Standrad Cmdlets / GRetocess

v from the list on the lefthand side to the working area in the middle, and click on the new

Il? block. On the righhand side, you can nosee the properties of the task block, such as input
and output variables and filters. Change the value forRhecess Name Filtdrom * to P*.
This has the result that only the processes beginning with P are selected. The list that is
output is saved ithe Output Variable(which can also be seen on the rigrand side). Copy
the value of this variable to the clipboard. Then add another tegdat/Output / Export to
XML On the righthand side, set the value for the output file @ Downloads Scriptd Test1-
out.xml. It is now important that the input value for this task is the output value of the get
process task so that a link is really established. To ensure this is the case, simply paste the old
Output Variablefrom the clipboard to the nevinput Variable value. Now connect the
individual blocks using the mouse by clicking on the yellow circles and drawing a line to the
next block. To not only view the result in the XML file but also receive a direct output, set the
valuesSave As HTMand Show HTMIin the Export XMLtask to the valudrue At the end,
the result you obtain should look something like this:

=lolxl
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Launch the script using the green start button in the-tojaldle of the screen. You should
optain at least the POP3 service as a result.

Of coursethis is a very simple example. To obtain a better overview of the possibilities offered by
the Workflow Studio, you will find four more examples in the practice files for this workshop that |
would like to introduce to you in a bit more detail. First, gdpe four workflows to your virtual

server and open the workflow file required in each case via the File menu in the Workflow Studio.

M3: Repair low disk spac€his example is in principle very simple. However, in practice you
e will find that logical, preise implementation involves more steps than you first think. The
I‘E workflow queries the amount of free space you require and the desired drive. The entries
you make are checked, and then compared with the WMI counter for free disk space. If the
free spaces smaller than required, various files in the TEMP directory are deleted, as well as
DUMP files. Finally, the individual strands are united again and the workflow ends. Take your
time and look at the example step by step, then try it out in your test enwirent.

T
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- M4: Restart service via command lirhis workflow restarts a service. To start off with, a o
3y check is carried out as to whether a service was transmitted as a parameter, otherwise i%s

queried by means of a dialog box. If an entry has been nthieis interpreted as a service £
and the service is stopped. The system waits 5 seconds before restarting the service. Take

your time and look at the example step by step, then try it out in your test environment.

=9 M5: Create NewUser AccouniThis workflav lets you create a new user in the Active

H Directory. After queries for information such as names, a password is automatically

I? generated. If required, the new user can be directly created as a Domain Administrator.
is specified that the new user isv@anager, this user will receive information on their new
user account via-enail. Take your time and look at the example step by step, then try it otg
in your test environment. Adapt the Active Directory information to your test environment<
As a managefor instance, you can select the administrator and view thaal using
Outlook Express.

—
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